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Summary

CVE CVE-2016-5178

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-05-23 04:29:00 UTC

Updated 2023-11-07 02:33:00 UTC

Description Multiple unspecified vulnerabilities in Google Chrome before 53.0.2785.143 allow remote attackers to cause a denial of service or possibly have other impact via unknown vectors.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Fedoraproject Fedora 24 All All All

Operating System Fedoraproject Fedora 25 All All All

Operating System Fedoraproject Fedora 24 All All All

Operating System Fedoraproject Fedora 25 All All All

Application Google Chrome All All All All

Operating System Opensuse Leap 42.1 All All All

Operating System Opensuse Leap 42.1 All All All

Operating System Opensuse Opensuse 13.2 All All All

Operating System Opensuse Opensuse 13.2 All All All

Operating System Redhat Enterprise Linux Server Supplementary 6.0 All All All

Operating System Redhat Enterprise Linux Server Supplementary 6.0 All All All

Operating System Redhat Enterprise Linux Workstation Supplementary 6.0 All All All

Operating System Redhat Enterprise Linux Workstation Supplementary 6.0 All All All
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Reference

Google Chrome Prior to 52.0.2743.82 Multiple Security Vulnerabilities

645028 - Web accessible resources checks should work with blob: and filesystem: URLs that have chrome-extension:// inner URLs - chromium - 

[SECURITY] Fedora 25 Update: chromium-53.0.2785.143-1.fc25 - package-announce - Fedora Mailing-Lists

Chromium: Multiple vulnerabilities (GLSA 201610-09) — Gentoo security

openSUSE-SU-2016:2429-1: moderate: Security update for chromium

Red Hat Customer Portal

Debian -- Security Information -- DSA-3683-1 chromium-browser

openSUSE-SU-2016:2432-1: moderate: Security update for chromium

[SECURITY] Fedora 24 Update: chromium-53.0.2785.143-1.fc24 - package-announce - Fedora Mailing-Lists

Chrome Releases: Stable Channel Update for Desktop

[SECURITY] Fedora 25 Update: chromium-53.0.2785.143-1.fc25 - package-announce - Fedora Mailing-Lists

651092 - Tracking bug for internal fixes: Chrome M53, release 3 - chromium - Monorail

Google Chrome Use-After-Free Memory Error and Other Bugs Let Remote Users Execute Arbitrary Code - SecurityTracker

1380632 – (CVE-2016-5178) CVE-2016-5178 chromium-browser: various fixes from internal audits

[SECURITY] Fedora 24 Update: chromium-53.0.2785.143-1.fc24 - package-announce - Fedora Mailing-Lists

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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