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CVE-2016-5192

PUBLISHED

Chrome

CVE Program / NVD first with legacy fallback
2016-12-18 03:59:00 UTC

2026-05-06 22:30:45 UTC

Blink in Google Chrome prior to 54.0.2840.59 for Windows missed a CORS check on redirect in TextTrackLoader, which all

Risk And Classification

Primary CVSS: v3.0 6.5 MEDIUM from nvd@nist.gov
CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N
EPSS: 0.002420000 probability, percentile 0.473930000 (date 2026-05-08)

Problem Types: CWE-284 | bypass cross-origin restrictions

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 6.5 MEDIUM CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N
2.0 nvd@nist.gov Primary 4.3 AV:N/AC:M/Au:N/C:N/I:P/A:N
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome All All

All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Na Chrome Prior To 54.0.2840.59 For Windows affected Chrome prior to 54.0.2840.59 for Windows

Platforms

Not specified

References

Reference

Chromium: Multiple vulnerabilities (GLSA 201610-09) — Gentoo security

633885 - chromium - An open-source project to help move the web forward. - Monorail
Chrome Releases: Stable Channel Update for Desktop

Red Hat Customer Portal

Google Chrome Prior to 54.0.2840.59 Multiple Security Vulnerabilities

CVE Program record

NVD vulnerability detail

/|

Source

af854a3a-2127-422b-91ae-364da2661108

af854a3a-2127-422b-91ae-364da2661108

af854a3a-2127-422b-91ae-364da2661108

af854a3a-2127-422b-91ae-364da2661108

af854a3a-2127-422b-91ae-364da2661108
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http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/na
http://cve.report/software/na/Chrome_prior_to_54.0.2840.59_for_Windows
https://security.gentoo.org/glsa/201610-09
https://crbug.com/633885
https://chromereleases.googleblog.com/2016/10/stable-channel-update-for-desktop.html
http://rhn.redhat.com/errata/RHSA-2016-2067.html
http://www.securityfocus.com/bid/93528
https://www.cve.org/CVERecord?id=CVE-2016-5192
https://nvd.nist.gov/vuln/detail/CVE-2016-5192

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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