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CVE-2016-5195

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2016-5195
State PUBLIC
Assigner chrome-cve-admin@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-11-10 21:59:00 UTC
Updated 2023-11-07 02:33:00 UTC
Description Race condition in mm/gup.c in the Linux kernel 2.x through 4.x before 4.8.3 allows local users to gain privileges by leveragi

/ |

Risk And Classification

EPSS: 0.941760000 probability, percentile 0.999170000 (date 2026-04-02)
CISA KEV: Listed on 2022-03-03; due 2022-03-24; ransomware use Unknown
Problem Types: CWE-362

CISA Known Exploited Vulnerability

Vendor Linux

Product Kernel

Name Linux Kernel Race Condition Vulnerability
Required Action Apply updates per vendor instructions.

Notes https://nvd.nist.gov/vuln/detail/CVE-2016-5195

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Core 15.04 All All All
Operating System Canonical Ubuntu Core 15.04 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operatina Svstem Canonical Ubuntu Linux 16.10 All All All
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[security-announce] openSUSE-SU-2016:2583-1: important: Security update

[security-announce] openSUSE-SU-2016:2625-1: important: Security update

USN-3104-2: Linux kernel (OMAP4) vulnerability | Ubuntu

USN-3107-1: Linux kernel vulnerability | Ubuntu

CVE-2016-5195 Kernel Vulnerability

Red Hat Customer Portal

[security-announce] openSUSE-SU-2016:2649-1: important: kernel update fo
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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