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CVE CVE-2016-5261
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-08-05 01:59:00 UTC
Updated 2018-06-12 01:29:00 UTC
Description Integer overflow in the WebSocketChannel class in the WebSockets subsystem in Mozilla Firefox before 48.0 and Firefox E
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Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox All All All All
Reference

92260

[security-announce] openSUSE-SU-2016:1964-1: important: Security update
[security-announce] openSUSE-SU-2016:2026-1: important: Security update

Mozilla Firefox, Thunderbird: Multiple vulnerabilities (GLSA 201701-15) — Gentoo security
Oracle Linux Bulletin - October 2016

Integer overflow in WebSockets during data buffering — Mozilla

USN-3044-1: Firefox vulnerabilities | Ubuntu

Debian -- Security Information -- DSA-3674-1 firefox-esr

Mozilla Firefox Multiple Flaws Let Remote Users Execute Arbitrary Code, Bypass Security Restrictions, Spoof Content, Modify Files, and Obta
Red Hat Customer Portal

Security vulnerabilities fixed in Firefox ESR 45.4 — Mozilla

1287266 — (CVE-2016-5261) Integer overflow and memory corruption in WebSocketChannel

CVE Program record



https://cve.report/
https://cve.report/CVE-2016-5261/mitre
https://cve.report/CVE-2016-5261/nist
https://cve.report/CVE-2016-5261/cve_org
https://cve.report/CVE-2016-5261.pdf
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://www.securityfocus.com/bid/92260
http://lists.opensuse.org/opensuse-security-announce/2016-08/msg00004.html
http://lists.opensuse.org/opensuse-security-announce/2016-08/msg00029.html
https://security.gentoo.org/glsa/201701-15
http://www.oracle.com/technetwork/topics/security/linuxbulletinoct2016-3090545.html
http://www.mozilla.org/security/announce/2016/mfsa2016-75.html
http://www.ubuntu.com/usn/USN-3044-1
http://www.debian.org/security/2016/dsa-3674
http://www.securitytracker.com/id/1036508
http://rhn.redhat.com/errata/RHSA-2016-1912.html
https://www.mozilla.org/security/advisories/mfsa2016-86/
https://bugzilla.mozilla.org/show_bug.cgi?id=1287266
https://www.cve.org/CVERecord?id=CVE-2016-5261
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710500 Gentoo Linux Mozilla Firefox, Thunderbird Multiple Vulnerabilities (GLSA 201701-15)
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