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Summary

CVE CVE-2016-5311

State PUBLIC

Assigner secure@symantec.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-09 20:15:00 UTC

Updated 2020-01-29 15:27:00 UTC

Description A Privilege Escalation vulnerability exists in Symantec Norton Antivirus, Norton AntiVirus with Backup, Norton Security, Norton Security with Backup, Norton Internet Security, Norton 360, Endpoint Protection Small Business Edition Cloud, and Endpoint Protection Cloud Client due to a DLL-preloading without path restrictions, which could let a local malicious user obtain system privileges.

Risk And Classification

Problem Types: CWE-427

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Symantec Endpoint Protection All All All All

Application Symantec Endpoint Protection All All All All

Application Symantec Endpoint Protection Cloud All All All All

Application Symantec Endpoint Protection Cloud All All All All

Application Symantec Norton 360 All All All All

Application Symantec Norton 360 All All All All

Application Symantec Norton Antivirus All All All All

Application Symantec Norton Antivirus All All All All

Application Symantec Norton Antivirus With Backup All All All All

Application Symantec Norton Antivirus With Backup All All All All

Application Symantec Norton Family All All All All

Application Symantec Norton Family All All All All

Application Symantec Norton Internet Security All All All All

Application Symantec Norton Internet Security All All All All

Application Symantec Norton Security All All All All

Application Symantec Norton Security All All All All

Application Symantec Norton Security With Backup All All All All
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Application Symantec Norton Security With Backup All All All All

Application Symantec Norton Security With Backup All All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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