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Summary

CVE CVE-2016-5312

State PUBLIC

Assigner secure@symantec.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-04-14 18:59:00 UTC

Updated 2017-04-22 14:16:00 UTC

Description Directory traversal vulnerability in the charting component in Symantec Messaging Gateway before 10.6.2 allows remote authenticated users to read arbitrary files via a .. (dot dot) in the sn parameter to brightmail/servlet/com.ve.kavachart.servlet.ChartStream.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Symantec Messaging Gateway All All All All

References

Reference

Symantec Messaging Gateway 10.6.1 Directory Traversal ≈ Packet Storm

Symantec Messaging Gateway CVE-2016-5312 Directory Traversal Vulnerability

Full Disclosure: Symantec Messaging Gateway <= 10.6.1 Directory Traversal

Symantec Messaging Gateway Flaw in Charting Component Lets Remote Authenticated Users View Files on the Target System - SecurityTracker

Security Advisories Relating to Symantec Products - Symantec Messaging Gateway Security Update - 2016-09-27T09:48:18 PDT | Symantec

Symantec Messaging Gateway 10.6.1 - Directory Traversal - Java webapps Exploit

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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