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cssanvuacurrnusucsad  Gertain versions of Mac Os X from Apple contain the foIIowing
vulnerability:

Untrusted search path vulnerability in the HGFS (aka Shared Folders)
feature in VMware Tools 10.0.5 in VMware ESXi 5.0 through 6.0,
VMware Workstation Pro 12.1.x before 12.1.1, VMware Workstation
Player 12.1.x before 12.1.1, and VMware Fusion 8.1.x before 8.1.1
allows local users to gain privileges via a Trojan horse DLL in the
current working directory.

CVE-2016-5330 has been assigned by [f] cve@mitre.org to track the vulnerability - currently rated as m severity.

CVSS3 Score: 7.8-HIGH |

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ HIGH | [ HIGH | [ HIGH |
CVSS2 Score: [44EMEDIUM)
Access Access Authentication
Vector Complexity
(]
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

VMware ESXi (%) SECTRACK 1036544
Server Header


https://cve.report/
https://cve.report/CVE-2016-5330/mitre
https://cve.report/CVE-2016-5330/nist
https://cve.report/CVE-2016-5330/cve_org
https://cve.report/CVE-2016-5330.pdf
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.securitytracker.com/id/1036544
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SecurityFocus ) BUGTRAQ 20160805 DLL side loading vulnerability in VMware Host Guest Client Redirector

text/html

VMware Tools (D BID 92323
CVE-2016-

5330 DLL

Loading

Remote Code

Execution

Vulnerability
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https://securify.nl/advisory/SFY20151201/dll_side_loading_vulnerability_in_vmware_host_guest_client_redirector.html
http://www.securityfocus.com/archive/1/539131/100/0/threaded
http://cve.report/bid/92323
http://www.vmware.com/security/advisories/VMSA-2016-0010.html
http://www.securitytracker.com/id/1036545
http://www.rapid7.com/db/modules/exploit/windows/misc/vmhgfs_webdav_dll_sideload
http://www.securitytracker.com/id/1036619
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There are currently no QIDs associated with this CVE

| Known Affected Configurations (CPE V2.3)
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Workstation Player
Workstation Player
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e_akakk KLk LK LK,

cpe:2.3:0:apple:mac_os_x:-*:*

cpe:2.3:0:.vmware:esxi:5.0: e

cpe:2.3:0:.vmware:esxi:b. 1 e

dkuk Lk akakakk,

cpe:2.3:0:vmware:esxi:b.5: e
cpe:2.3:0:vmware:esxi:6.0:
cpe:2.3:0:.vmware:esxi:5.0:
cpe:2.3:0:.vmware:esxi:b. 1 e
cpe:2.3:0:.vmware:esxi:b.5: e
cpe:2.3:0:vmware:esxi:6.0:*

Wk kK ok ok ok kK,

cpe:2.3:0:vmware:esxi:

cpe:2.3:a:vmware:fusion:8.1:

x.

cpe:2.3:a:vmware:fusion:8.1:*:*:*:*:mac_os_x:*:*:

cpe:2.3:a:vmware:fusion:8.1.1:*:*:*:*:mac_os_x:*:*:

KKk KKk
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x.

cpe:2.3:a:vmware:fusion:8.1:*:*:*:*:mac_os_x:*:*:

cpe:2.3:a:ivmware:fusion:8.1.1:*:*:*:*:mac_os_x:*:*:

*
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cpe:2.3:a:vmware:tools:10.0.5:*:*:*:*:.windows:*:*:
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cpe:2.3:a:vmware:workstation_player:*:*:**:*:*:*:*:
cpe:2.3:a:vmware:workstation_player:12.1:*:*: "™
cpe:2.3:a:vmware:workstation_player:12.1.1:*:* ="
cpe:2.3:a:vmware:workstation_player:12.1:*:*: "™
cpe:2.3:a:vmware:workstation_player:12.1.1:*:* ="
cpe:2.3:a:vmware:workstation_pro:*:*:
cpe:2.3:a:vmware:workstation_pro:12.1:*:*%:%
cpe:2.3:a:vmware:workstation_pro:12.1.1:%:* %"
cpe:2.3:a:vmware:workstation_pro:12.1:* %%

cpe:2.3:a:vmware:workstation_pro:12.1. 1% "%

No vendor comments have been submitted for this CVE
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