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Certain versions of Wireshark from Wireshark contain the following
vulnerability:

wiretap/cosine.c in the CoSine file parser in Wireshark 1.12.x before
1.12.12 and 2.x before 2.0.4 mishandles sscanf unsigned-integer
processing, which allows remote attackers to cause a denial of service
(application crash) via a crafted file.

CVSS3 Score: 5.9 - MEDIUM

Attack
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NETWORK HIGH NONE NONE

Scope Confidentiality
Impact

Integrity
Impact

Availability
Impact

UNCHANGED NONE NONE HIGH

CVSS2 Score: 4.3 - MEDIUM
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NETWORK MEDIUM NONE

Confidentiality
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Integrity
Impact

Availability
Impact

NONE NONE PARTIAL

CVE References

Description Tags Link

Wireshark · wnpa-sec-2016-35
· CoSine file parser crash

Vendor Advisory

www.wireshark.org

text/html

 CONFIRM www.wireshark.org/security/wnpa-sec-2016-35.html

Debian -- Security Information www.debian.org  DEBIAN DSA-3615

CVE-2016-5356 has been assigned by  cve@mitre.org to track the vulnerability - currently rated as MEDIUM  severity.
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https://cve.report/
https://cve.report/CVE-2016-5356/mitre
https://cve.report/CVE-2016-5356/nist
https://cve.report/CVE-2016-5356/cve_org
https://cve.report/CVE-2016-5356.pdf
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://www.wireshark.org/security/wnpa-sec-2016-35.html
http://www.debian.org/security/2016/dsa-3615


-- DSA-3615-1 wireshark Depreciated Link

text/html

Wireshark Multiple Denial of
Service Vulnerabilities

cve.report (archive)

text/html

 BID 91140

12395 – CoSine file parser
crash

Issue Tracking

bugs.wireshark.org

text/html

 CONFIRM bugs.wireshark.org/bugzilla/show_bug.cgi?id=12395

Don't treat the packet length
as unsigned. ·
wireshark/wireshark@a66628e
· GitHub

github.com

text/html

 CONFIRM
github.com/wireshark/wireshark/commit/a66628e425db725df1ac52a3c573a03357060ddd

Fix packet length handling. ·
wireshark/wireshark@f5ec0af ·
GitHub

github.com

text/html

 CONFIRM
github.com/wireshark/wireshark/commit/f5ec0afb766f19519ea9623152cca3bbe2229500

oss-security - Re: CVE
Request: wireshark releases

Mailing List

www.openwall.com

text/html

 MLIST [oss-security] 20160609 Re: CVE Request: wireshark releases

Oracle Solaris Bulletin - July
2016

www.oracle.com

text/html

 CONFIRM www.oracle.com/technetwork/topics/security/bulletinjul2016-3090568.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Wireshark Wireshark 1.12.0 All All All

Application Wireshark Wireshark 1.12.1 All All All

Application Wireshark Wireshark 1.12.10 All All All

Application Wireshark Wireshark 1.12.11 All All All

Application Wireshark Wireshark 1.12.2 All All All

Application Wireshark Wireshark 1.12.3 All All All

Application Wireshark Wireshark 1.12.4 All All All

Application Wireshark Wireshark 1.12.5 All All All

Application Wireshark Wireshark 1.12.6 All All All

Application Wireshark Wireshark 1.12.7 All All All

Application Wireshark Wireshark 1.12.8 All All All

Application Wireshark Wireshark 1.12.9 All All All

Application Wireshark Wireshark 2.0.0 All All All

Application Wireshark Wireshark 2.0.1 All All All

http://cve.report/bid/91140
https://bugs.wireshark.org/bugzilla/show_bug.cgi?id=12395
https://github.com/wireshark/wireshark/commit/a66628e425db725df1ac52a3c573a03357060ddd
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Application Wireshark Wireshark 2.0.2 All All All

Application Wireshark Wireshark 2.0.3 All All All

Application Wireshark Wireshark 1.12.0 All All All

Application Wireshark Wireshark 1.12.1 All All All

Application Wireshark Wireshark 1.12.10 All All All

Application Wireshark Wireshark 1.12.11 All All All

Application Wireshark Wireshark 1.12.2 All All All

Application Wireshark Wireshark 1.12.3 All All All

Application Wireshark Wireshark 1.12.4 All All All

Application Wireshark Wireshark 1.12.5 All All All

Application Wireshark Wireshark 1.12.6 All All All

Application Wireshark Wireshark 1.12.7 All All All

Application Wireshark Wireshark 1.12.8 All All All

Application Wireshark Wireshark 1.12.9 All All All

Application Wireshark Wireshark 2.0.0 All All All

Application Wireshark Wireshark 2.0.1 All All All

Application Wireshark Wireshark 2.0.2 All All All

Application Wireshark Wireshark 2.0.3 All All All

cpe:2.3:a:wireshark:wireshark:1.12.0:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.12.1:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.12.10:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.12.11:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.12.2:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.12.3:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.12.4:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.12.5:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.12.6:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.12.7:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.12.8:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.12.9:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:2.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:2.0.1:*:*:*:*:*:*:*:
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← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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cpe:2.3:a:wireshark:wireshark:2.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:2.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.12.0:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.12.1:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.12.10:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.12.11:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.12.2:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.12.3:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.12.4:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.12.5:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.12.6:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.12.7:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.12.8:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.12.9:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:2.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:2.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:2.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:2.0.3:*:*:*:*:*:*:*:
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https://twitter.com/CVEreport
https://nitter.domain.glass/CVEreport/with_replies
https://uspto.report/company/Mitre-Corp
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http://cve.report/mitre_license.txt
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