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avssanvncrernunsuciaan  Gertain versions of Fedora from Fedoraproject contain the following
’ vulnerability:

The net/http package in Go through 1.6 does not attempt to address
RFC 3875 section 4.1.18 namespace conflicts and therefore does not
protect CGl applications from the presence of untrusted client data in
the HTTP_PROXY environment variable, which might allow remote
attackers to redirect a CGl application's outbound HTTP traffic to an
arbitrary proxy server via a crafted Proxy header in an HTTP request, aka an "httpoxy" issue.

CVE-2016-5386 has been assigned by & secalert@redhat.com to track the vulnerability - currently rated as m severity.

CVSS3 Score: 8.1-HIGH |

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK HiGH ] [ NONE | [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ HIGH | [ HIGH | [ HIGH |
CVSS2 Score: [SBEMEDIUM)
Access Access Authentication
Vector Complexity
[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
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Oracle Linux Bulletin - July 2016

[SECURITY] Fedora 24 Update: golang-
1.6.3-1.fc24 - package-announce - Fedora
Mailing-Lists

Bug 1353798 — CVE-2016-5386 Go: sets
environmental variable based on user
supplied Proxy request header

[SECURITY] Fedora 23 Update: golang-
1.5.4-2.fc23 - package-announce - Fedora
Mailing-Lists

Red Hat Customer Portal

Document Display | HPE Support Center

Oracle Critical Patch Update - July 2017
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text/html
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text/html

Third Party Advisory
web.archive.org

text/html

Inactive Link | Not Archived

Third Party Advisory
lists.fedoraproject.org
text/html

Issue Tracking

Third Party Advisory
bugzilla.redhat.com
text/html

Third Party Advisory
lists.fedoraproject.org
text/html

Third Party Advisory
web.archive.org

text/html

Inactive Link | Not Archived

h20566.www2.hpe.com
text/html

www.oracle.com
text/html

& MISC httpoxy.org/

O CONFIRM
www.oracle.com/technetwork/topics/security/linuxbulletinjul2016-
3090544.html

FEDORA FEDORA-2016-ea5e284d34

() CONFIRM bugzilla.redhat.com/show_bug.cgi?id=1353798

FEDORA FEDORA-2016-340e361b90

& REDHAT RHSA-2016:1538

= CONFIRM h20566.www2.hpe.com/hpsc/doc/public/display?
docLocale=en_US&docld=emr_na-hpesbhf03770en_us

© CONFIRM www.oracle.com/technetwork/security-
advisory/cpujul2017-3236622.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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No vendor comments have been submitted for this CVE
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