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CVE-2016-5393

PUBLISHED

redhat

CVE Program / NVD first with legacy fallback
2016-11-29 06:59:00 UTC

2026-05-06 22:30:45 UTC

In Apache Hadoop 2.6.x before 2.6.5 and 2.7.x before 2.7.3, a remote user who can authenticate with the HDFS NameNod

Risk And Classification

|L

Primary CVSS: v3.0 8.8 HIGH from nvd@nist.gov
CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
EPSS: 0.025850000 probability, percentile 0.856870000 (date 2026-05-10)

Problem Types: CWE-284 | arbitrary command execution

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 8.8 HIGH CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 6.5 AV:N/AC:L/Au:S/C:P/I:P/A:P

CVSS v3.0 Breakdown

\ttack Vector

\ttack Complexity

i

ow

v
=
=

eges Required

Low

Jser Interaction

3cope

Unchanged

>onfidentiality

ntegrity

i
b


https://cve.report/
https://cve.report/CVE-2016-5393/mitre
https://cve.report/CVE-2016-5393/nist
https://cve.report/CVE-2016-5393/cve_org
https://cve.report/api/cve/CVE-2016-5393.json
https://cve.report/CVE-2016-5393.pdf

=
\vailability

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

il i

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Hadoop 2.6.0 All All All
Application Apache Hadoop 2.6.1 All All All
Application Apache Hadoop 2.6.2 All All All
Application Apache Hadoop 2.6.3 All All All
Application Apache Hadoop 2.6.4 All All All
Application Apache Hadoop 2.7.0 All All All
Application Apache Hadoop 2.7.1 All All All
Application Apache Hadoop 272 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na Apache Hadoop affected Apache Hadoop 2.6.x before 2.6.5, 2.7.x before 2.7.3 Not specified

References
Reference Source Link
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http://www.securityfocus.com/bid/94574

FAMUVIIV T IUMMU U W Y e U T U UUUD IV TIVIY 1 IV IV YV ULV T Y U T T AR Ty MIVUU TG e T T U TUY UU MRV T U v vu Ly vy

CVE Program record CVE.ORG WWW.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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