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CVE CVE-2016-5402
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-10-31 13:29:00 UTC
Updated 2023-02-12 23:23:00 UTC
Description A code injection flaw was found in the way capacity and utilization imported control files are processed. A remote, authentic
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Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Redhat Cloudforms 4.1 All All All

Application Redhat Cloudforms 4.1 All All All

Application Redhat Cloudforms Management Engine 5.6 All All All

Application Redhat Cloudforms Management Engine 5.6 All All All

Reference Source Link Te
CVE-2016-5402 - Red Hat Customer Portal MISC access.redhat.com

Red Hat CloudForms Management Engine CVE-2016-5402 Remote Code Execution Vulnerability BID www.securityfocus.com Tt
1357559 — (CVE-2016-5402) CVE-2016-5402 cfme: RCE via Capacity & Utilization feature MISC bugzilla.redhat.com

Red Hat Customer Portal REDHAT  rhn.redhat.com Ve
Red Hat Customer Portal MISC access.redhat.com
1357559 — (CVE-2016-5402) CVE-2016-5402 cfme: RCE via Capacity & Utilization feature CONFIRM  bugzilla.redhat.com Is:
CVE Program record CVE.ORG www.cve.org ce
NVD vulnerability detail NVD nvd.nist.gov ce
4 H

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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