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CVE CVE-2016-5403
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

/

Risk And Classification

Primary CVSS: v3.1 5.5 MEDIUM from nvd@nist.gov

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

Problem Types: CWE-400 | n/a

Version Source Type Score Severity
3.1 nvd@nist.gov Primary 5.5 MEDIUM
2.0 nvd@nist.gov Primary 4.9

JSON API Print: PDF 1)

Published 2016-08-02 16:59:03 UTC
Updated 2026-05-06 22:30:45 UTC
Description The virtqueue_pop function in hw/virtio/virtio.c in QEMU allows local guest OS administrators to cause a denial of service (r

Vector

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

AV:L/AC:L/Au:N/C:N/I:N/A:C

CVSS v3.1 Breakdown
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https://cve.report/
https://cve.report/CVE-2016-5403/mitre
https://cve.report/CVE-2016-5403/nist
https://cve.report/CVE-2016-5403/cve_org
https://cve.report/api/cve/CVE-2016-5403.json
https://cve.report/CVE-2016-5403.pdf
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)
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Ubuntu Linux

Ubuntu Linux
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http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/oracle
http://cve.report/software/oracle/linux
http://cve.report/vendor/oracle
http://cve.report/software/oracle/linux
http://cve.report/vendor/oracle
http://cve.report/software/oracle/linux
http://cve.report/vendor/oracle
http://cve.report/software/oracle/vm_server
http://cve.report/vendor/qemu
http://cve.report/software/qemu/qemu
http://cve.report/vendor/qemu
http://cve.report/software/qemu/qemu
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_desktop
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_desktop
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_aus
http://cve.report/vendor/redhat
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http://cve.report/software/redhat/enterprise_linux_server_aus
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Vendor Declared Affected Products

Source

CNA Na

Vendor

Product

N/a

Version

affected n/a

Platforms

Not specified

References

Reference

Red Hat Customer Portal

Red Hat Customer Portal

Red Hat Customer Portal

Red Hat Customer Portal

Red Hat Customer Portal

Oracle VM Server for x86 Bulletin - July 2016

[SECURITY] [DLA 1927-1] gemu security update

Xen Virtio Request Processing Bug Lets Local Administrative Users on a Guest System Cause Denial of Service Conditions on the Host Syste
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http://cve.report/software/redhat/enterprise_linux_server_tus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_workstation
http://cve.report/vendor/redhat
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http://www.securitytracker.com/id/1036476
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Red Hat Customer Portal

Oracle Linux Bulletin - July 2016

Bug 1358359 — CVE-2016-5403 Qemu: virtio: unbounded memory allocation on host via guest leading to DoS
USN-3047-2: QEMU regression | Ubuntu

XSA-184 - Xen Security Advisories

Red Hat Customer Portal

Red Hat Customer Portal

Red Hat Customer Portal

Oracle Linux Bulletin - October 2016

QEMU CVE-2016-5403 Denial of Service Vulnerability
Red Hat Customer Portal

Red Hat Customer Portal

USN-3047-1: QEMU vulnerabilities | Ubuntu

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500807 Alpine Linux Security Update for xen

504550 Alpine Linux Security Update for xen
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