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The cert_revoke command in FreelPA does not check for the "revoke certificate" permission, which allows remote authentic
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Risk And Classification

Problem Types: CWE-284

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Operating System
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Fedoraproject Fedora 23 All All All
Fedoraproject Fedora 24 All All All
Fedoraproject Fedora 25 All All All
Fedoraproject Fedora 23 All All All
Fedoraproject Fedora 24 All All All
Fedoraproject Fedora 25 All All All
Freeipa Freeipa - All All All
Freeipa Freeipa - All All All
Oracle Linux 6 All All All
Oracle Linux 7 All All All
Oracle Linux 6 All All All
Oracle Linux 7 All All All
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#6232 (Insufficient privileges check in certificate revocation (CVE-2016-5404)) — freeipa
[SECURITY] Fedora 23 Update: freeipa-4.2.4-2.fc23 - package-announce - Fedora Mailing-Lists
oss-security - CVE-2016-5404 freeipa: Insufficient privileges check in certificate revocation
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FreelPA CVE-2016-5404 Denial of Service Vulnerability

CVE-2016-5404 - Red Hat Customer Portal

[SECURITY] Fedora 25 Update: freeipa-4.3.2-2.fc25 - package-announce - Fedora Mailing-Lists
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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