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Summary

CVE CVE-2016-5417

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-02-17 02:59:00 UTC

Updated 2023-02-12 23:24:00 UTC

Description Memory leak in the __res_vinit function in the IPv6 name server management code in libresolv in GNU C Library (aka glibc or libc6) before 2.24 allows remote attackers to cause a denial of service (memory consumption) by leveraging partial initialization of internal resolver data structures.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnu Glibc All All All All

References

Reference Source Link

oss-security - glibc: Per-thread memory leak in __res_vinit with IPv6 nameservers (CVE-2016-5417) MLIST www.openwall.com

Adhemerval Zanella - The GNU C Library version 2.24 is now available MLIST www.sourceware.org

19257 – (CVE-2016-5417) Per-thread memory leak in __res_vinit with IPv6 nameservers (CVE-2016-5417) CONFIRM sourceware.org

GNU glibc '__res_vinit()' Function Information Disclosure Vulnerability BID www.securityfocus.com

sourceware.org Git - glibc.git/commitdiff CONFIRM sourceware.org

sourceware.org Git - glibc.git/commitdiff MISC sourceware.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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