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Summary

CVE CVE-2016-5548

State PUBLIC

Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-01-27 22:59:00 UTC

Updated 2018-01-05 02:31:00 UTC

Description Vulnerability in the Java SE, Java SE Embedded component of Oracle Java SE (subcomponent: Libraries). Supported versions that are affected are Java SE: 6u131, 7u121 and 8u112; Java SE Embedded: 8u111. Easily exploitable vulnerability allows unauthenticated attacker with network access via multiple protocols to compromise Java SE, Java SE Embedded. Successful attacks require human interaction from a person other than the attacker. Successful attacks of this vulnerability can result in unauthorized access to critical data or complete access to all Java SE, Java SE Embedded accessible data. Note: This vulnerability applies to Java deployments, typically in clients running sandboxed Java Web Start applications or sandboxed Java applets, that load and run untrusted code (e.g., code that comes from the internet) and rely on the Java sandbox for security. This vulnerability does not apply to Java deployments, typically in servers, that load and run only trusted code (e.g., code installed by an administrator). CVSS v3.0 Base Score 6.5 (Confidentiality impacts).

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Jdk 1.6 update_131 All All

Application Oracle Jdk 1.7 update_121 All All

Application Oracle Jdk 1.8 update_111 All All

Application Oracle Jdk 1.8 update_112 All All

Application Oracle Jdk 1.6 update_131 All All

Application Oracle Jdk 1.7 update_121 All All

Application Oracle Jdk 1.8 update_111 All All

Application Oracle Jdk 1.8 update_112 All All

Application Oracle Jre 1.6 update_131 All All

Application Oracle Jre 1.7 update_121 All All

Application Oracle Jre 1.8 update_111 All All

Application Oracle Jre 1.8 update_112 All All

Application Oracle Jre 1.6 update_131 All All

Application Oracle Jre 1.7 update_121 All All

Application Oracle Jre 1.8 update_111 All All

Application Oracle Jre 1.8 update_112 All All
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References

Reference Source
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Red Hat Customer Portal REDHAT

Oracle Java SE CVE-2016-5548 Remote Security Vulnerability BID

Oracle JRE/JDK: Multiple vulnerabilities (GLSA 201701-65) — Gentoo Security GENTOO

Oracle Critical Patch Update - January 2017 CONFIRM
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Red Hat Customer Portal REDHAT

Red Hat Customer Portal REDHAT
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Red Hat Customer Portal REDHAT

Red Hat Customer Portal REDHAT

January 2017 Java Platform Standard Edition Vulnerabilities in Multiple NetApp Products | NetApp Product Security CONFIRM

Oracle Java SE Bugs Let Remote Usrs Access and Modify Data, Deny Service, and Gain Elevated Privileges - SecurityTracker SECTRACK

IcedTea: Multiple vulnerabilities (GLSA 201707-01) — Gentoo security GENTOO

Debian -- Security Information -- DSA-3782-1 openjdk-7 DEBIAN

Red Hat Customer Portal REDHAT

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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376056 IBM Cognos Analytics Multiple Vulnerabilities (566643)

378257 Virtuozzo Linux Security Update for java-1.7.0-openjdk-src (VZLSA-2017:0269)

378295 Virtuozzo Linux Security Update for java-1.8.0-openjdk-devel-debug (VZLSA-2017:0180)

710328 Gentoo Linux Oracle Java Runtime Error/Java Development Toolkit Multiple Vulnerabilities (GLSA 201701-65)

710425 Gentoo Linux IcedTea Multiple Vulnerabilities (GLSA 201707-01)

http://rhn.redhat.com/errata/RHSA-2017-0269.html
http://rhn.redhat.com/errata/RHSA-2017-0176.html
http://rhn.redhat.com/errata/RHSA-2017-0337.html
http://www.securityfocus.com/bid/95559
https://security.gentoo.org/glsa/201701-65
http://www.oracle.com/technetwork/security-advisory/cpujan2017-2881727.html
http://rhn.redhat.com/errata/RHSA-2017-0180.html
http://rhn.redhat.com/errata/RHSA-2017-0336.html
https://access.redhat.com/errata/RHSA-2017:1216
http://rhn.redhat.com/errata/RHSA-2017-0338.html
http://rhn.redhat.com/errata/RHSA-2017-0263.html
http://rhn.redhat.com/errata/RHSA-2017-0175.html
https://security.netapp.com/advisory/ntap-20170119-0001/
http://www.securitytracker.com/id/1037637
https://security.gentoo.org/glsa/201707-01
http://www.debian.org/security/2017/dsa-3782
http://rhn.redhat.com/errata/RHSA-2017-0177.html
https://www.cve.org/CVERecord?id=CVE-2016-5548
https://nvd.nist.gov/vuln/detail/CVE-2016-5548
http://cve.report/qid/376056
http://cve.report/qid/378257
http://cve.report/qid/378295
http://cve.report/qid/710328
http://cve.report/qid/710425
https://cve.report/


site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2016-5548
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


