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Unspecified vulnerability in Oracle Java SE 6u121, 7u111, 8u102; and Java SE Embedded 8u101 allows remote attackers -
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Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Oracle Jdk 1.6.0 update121 All All
Oracle Jdk 1.6.0 update_121 All All
Oracle Jdk 1.7.0 update111 All All
Oracle Jdk 1.8.0 update101 All All
Oracle Jdk 1.8.0 update102 All All
Oracle Jdk 1.6.0 update_121 All All
Oracle Jdk 1.7.0 update111 All All
Oracle Jdk 1.8.0 update101 All All
Oracle Jdk 1.8.0 update102 All All
Oracle Jre 1.6.0 update121 All All
Oracle Jre 1.6.0 update_121 All All
Oracle Jre 1.7.0 update111 All All
Oracle Jre 1.7.0 update_111 All All
Oracle Jre 1.8.0 update101 All All
Oracle Jre 1.8.0 update102 All All
Oracle Jre 1.8.0 update_101 All All
Oracle Jre 1.8.0 update 102 All All
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Application Oracle Jre 1.6.0 update_121 All All

Application Oracle Jre 1.7.0 update_111 All All

Application Oracle Jre 1.8.0 update_101 All All

Application Oracle Jre 1.8.0 update_102 All All

Reference Sour«
Red Hat Customer Portal REDF
USN-3154-1: OpenJDK 6 vulnerabilities | Ubuntu uBuUM
Red Hat Customer Portal REDF
IcedTea: Multiple vulnerabilities (GLSA 201701-43) — Gentoo security GENT1
Red Hat Customer Portal REDF
Oracle Java SE Multiple Flaws Let Remote Users Access Data, Partially Modify Data, and Gain Elevated Privileges - SecurityTracker SECT
October 2016 Java Platform Standard Edition Vulnerabilities in Multiple NetApp Products | NetApp Product Security CONF
Red Hat Customer Portal REDF
Debian -- Security Information -- DSA-3707-1 openjdk-7 DEBI
USN-3130-1: OpendDK 7 vulnerabilities | Ubuntu uUBUM
Oracle Critical Patch Update - October 2016 CONF
Red Hat Customer Portal REDF
Oracle Java SE CVE-2016-5597 Remote Security Vulnerability BID
Red Hat Customer Portal REDF
Red Hat Customer Portal REDF
Red Hat Customer Portal REDF
Red Hat Customer Portal REDF
Oracle JRE/JDK: Multiple vulnerabilities (GLSA 201611-04) — Gentoo security GENT1
Red Hat Customer Portal REDF
Red Hat Customer Portal RED}
CVE Program record CVE.(
NVD vulnerability detail NVD
A

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

376056 IBM Cognos Analytics Multiple Vulnerabilities (566643)

378298 Virtuozzo Linux Security Update for java-1.6.0-openjdk-javadoc (VZLSA-2017:0061)
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710441 Gentoo Linux IcedTea Multiple Vulnerabilities (GLSA 201701-43)
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