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CVE-2016-5636

PUBLISHED

mitre

CVE Program / NVD first with legacy fallback
2016-09-02 14:59:06 UTC

2026-05-06 22:30:45 UTC

Integer overflow in the get_data function in zipimport.c in CPython (aka Python) before 2.7.12, 3.x before 3.4.5, and 3.5.x b

Risk And Classification

|L

Primary CVSS: v3.0 9.8 CRITICAL from nvd@nist.gov
CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

EPSS: 0.451230000 probability, percentile 0.976190000 (date 2026-05-06)
Problem Types: CWE-190 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 9.8 CRITICAL CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 10 AV:N/AC:L/Au:N/C:C/I:C/A:C
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CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

>onfidentiality

Complete

ntegrity

Complete

\vailability

Complete

AV:N/AC:L/Au:N/C:C/I:C/A:C

w s

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Python Python 3.0 All All All
Application Python Python 3.0.1 All All All
Application Python Python 3.1.0 All All All
Application Python Python 3.1.1 All All All
Application Python Python 31.2 All All All
Application Python Python 3.1.3 All All All
Application Python Python 3.1.4 All All All
Application Python Python 3.1.5 All All All
Application Python Python 3.2.0 All All All
Application Python Python 3.2.1 All All All
Application Python Python 3.2.2 All All All
Application Python Python 323 All All All
Application Python Python 3.24 All All All
Application Python Python 3.2.5 All All All
Application Python Python 3.2.6 All All All
Application Python Python 3.3.0 All All All
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Application Python Python 3.3.1 All All All
Application Python Python 3.3.2 All All All
Application Python Python 3.3.3 All All All
Application Python Python 3.3.4 All All All
Application Python Python 3.35 All All All
Application Python Python 3.3.6 All All All
Application Python Python 3.4.0 All All All
Application Python Python 3.4.1 All All All
Application Python Python 3.4.2 All All All
Application Python Python 3.4.3 All All All
Application Python Python 3.4.4 All All All
Application Python Python 3.5.0 All All All
Application Python Python 3.5.1 All All All
Application Python Python All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

hg.python.org/cpython/raw-file/v2.7.12/Misc/NEWS

Splunk Enterprise 6.4.5 addresses multiple vulnerabilities | Splunk

Issue 26171: heap overflow in zipimporter module - Python tracker

Python CVE-2016-5636 Heap Buffer Overflow Vulnerability

Python: Multiple vulnerabilities (GLSA 201701-18) — Gentoo security
Changelog — Python 3.4.5 documentation

[security-announce] openSUSE-SU-2020:0086-1: important: Security update
Red Hat Customer Portal

oss-security - Re: CVE Request: heap overflow in Python zipimport module
Oracle Solaris Bulletin - July 2016

[SECURITY] [DLA 1663-1] python3.4 security update

Changelog — Python 3.5.2 documentation

Apple macOS/OS X Multiple Flaws Let Remote Users Execute Arbitrary Code, Spoof URLs, and Obtain Potentially Sensitive Information and
Splunk Enterprise 6.5.1 addresses multiple OpenSSL vulnerabilities | Splunk

oss-security - CVE Request: heap overflow in Python zipimport module
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https://bugs.python.org/issue26171
http://www.securityfocus.com/bid/91247
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https://docs.python.org/3.4/whatsnew/changelog.html#python-3-4-5
http://lists.opensuse.org/opensuse-security-announce/2020-01/msg00040.html
http://rhn.redhat.com/errata/RHSA-2016-2586.html
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http://www.oracle.com/technetwork/topics/security/bulletinjul2016-3090568.html
https://lists.debian.org/debian-lts-announce/2019/02/msg00011.html
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http://www.securitytracker.com/id/1038138
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http://www.openwall.com/lists/oss-security/2016/06/15/15

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

730315 Splunk Enterprise and Light Security Update (SP-CAAAPSV) (SPL-128812)
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