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CVE CVE-2016-5639
State PUBLIC
Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-08-03 01:59:00 UTC
Updated 2017-09-03 01:29:00 UTC
Description Directory traversal vulnerability in cgi-bin/login.cgi on Crestron AirMedia AM-100 devices with firmware before 1.4.0.13 alloy
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Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Crestron Airmedia Am-100 - All All All
Hardware Crestron Airmedia Am-100 - All All All
Operating System Crestron Airmedia Am-100 Firmware All All All All

References |
Reference Source Link Tags
Crestron AM-100 - Multiple Vulnerabilities EXPLOIT-DB  www.exploit-db.com
disclosures/CLVA-2016-05-001.md at master - CylanceVulnResearch/disclosures - GitHub ~ MISC github.com Third
Vulnerability Note VU#603047 - Crestron AirMedia AM-100 contains multiple vulnerabiliies CERT-VN www.kb.cert.org Third
Crestron AirMedia AM-100 Directory Traversal and Command Injection Vulnerabilities BID www.securityfocus.com  Third
CVE Program record CVE.ORG WWW.Cve.org canor
NVD vulnerability detail NVD nvd.nist.gov canor
< | 2

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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