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Source Priority
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Description

CVE-2016-5660

NVD CVE.ORG

CVE Program / NVD first with legacy fallback

JSON API

Print: PDF 1)

Cross-site scripting (XSS) vulnerability in AttachmentsList.aspx in Accela Civic Platform Citizen Access portal allows remote

Risk And Classification

Primary CVSS: v3.1 6.1 MEDIUM from nvd@nist.gov

Problem Types: CWE-79 | n/a

Version Source Type
3.1 nvd@nist.gov Primary
2.0 nvd@nist.gov Primary

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N

Score Severity
6.1 MEDIUM
4.3

Vector

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/l:L/A:N

AV:N/AC:M/Au:N/C:N/I:P/A:N
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https://cve.report/
https://cve.report/CVE-2016-5660/mitre
https://cve.report/CVE-2016-5660/nist
https://cve.report/CVE-2016-5660/cve_org
https://cve.report/api/cve/CVE-2016-5660.json
https://cve.report/CVE-2016-5660.pdf

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
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CVSS v2.0 Breakdown
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AV:N/AC:M/Au:N/C:N/I:P/A:N
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Accela Civic Platform - All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

Accela Civic Platform Citizen Access Portal Multiple Vulnerabilities af854a3a-2127-422b-91ae-364
Accela Information for VU#665280 af854a3a-2127-422b-91ae-364

Vulnerability Note VU#665280 - Accela Civic Platform Citizen Access portal contains multiple vulnerabilities  af854a3a-2127-422b-91ae-364
CVE Program record CVE.ORG

NVD vulnerability detail NVD

1]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.


http://cve.report/vendor/accela
http://cve.report/software/accela/civic_platform
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.securityfocus.com/bid/91765
http://www.kb.cert.org/vuls/id/JLAD-ABMPVA
http://www.kb.cert.org/vuls/id/665280
https://www.cve.org/CVERecord?id=CVE-2016-5660
https://nvd.nist.gov/vuln/detail/CVE-2016-5660
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