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Summary

CVE CVE-2016-5685

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-11-29 15:59:00 UTC

Updated 2016-12-01 19:54:00 UTC

Description Dell iDRAC7 and iDRAC8 devices with firmware before 2.40.40.40 allow authenticated users to gain Bash shell access through a string injection.

Risk And Classification

Problem Types: CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Dell Idrac7 - All All All

Hardware Dell Idrac7 - All All All

Operating System Dell Idrac7 Firmware All All All All

Hardware Dell Idrac8 - All All All

Hardware Dell Idrac8 - All All All

Operating System Dell Idrac8 Firmware All All All All

References

Reference

Dell iDRAC7 and iDRAC8 Devices CVE-2016-5685 Code Injection Vulnerability

Dell iDRAC team's response to Common Vulnerabilities and Exposures (CVE) ID CVE-2016-5685 [16 November 2016] - White Papers - TechCenter Extras - Dell Community

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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