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cvssaomnacrrrnunsuenias  Gertain versions of Android from Google contain the foIIowing
’ vulnerability:

net/ipv4/tcp_input.c in the Linux kernel before 4.7 does not properly
determine the rate of challenge ACK segments, which makes it easier
for remote attackers to hijack TCP sessions via a blind in-window
attack.

AV

CVE-2016-5696 has been assigned by [f] cve@mitre.org to track the vulnerability - currently rated as severity.

CVSS3 Score: [#BEMEDIUM)
Attack Attack Privileges User
Vector Complexity Required Interaction
HiGH ] (NONE_ [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: 5.8-MEDIUM

Access Access Authentication
Vector Complexity

[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
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| r
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comment@cve.report.

There are currently no QIDs associated with this CVE

Exploit/POC from Github

Daemon to randomize tcp_challenge_ack_limit to prevent side channel attacks CVE-2016-
5696

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Google Android All All All All
System

Operating Linux Linux Kernel All All All All

System

Application Oracle Vm Server 3.3 All All All
Application Oracle Vm Server 3.4 All All All
Application Oracle Vm Server 3.3 All All All
Application Oracle Vm Server 3.4 All All All

dkak Lk ak ok LRk ok,

cpe:2.3:0:google:android:*;**

cpe:2.3:a:oracle:vm_server:3.3:*:

cpe:2.3:a:oracle:ivm_server:3.4:

cpe:2.3:a:oracle:ivm_server:3.3:

cpe:2.3:a:oracle:ivm_server:3.4:

No vendor comments have been submitted for this CVE
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