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Certain versions of Python from Python contain the following
vulnerability:

CRLF injection vulnerability in the HTTPConnection.putheader function
in urllib2 and urllib in CPython (aka Python) before 2.7.10 and 3.x
before 3.4.4 allows remote attackers to inject arbitrary HTTP headers
via CRLF sequences in a URL.

CVSS3 Score: 6.1 - MEDIUM

Attack
Vector 

Attack
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Privileges
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NETWORK LOW NONE REQUIRED

Scope Confidentiality
Impact
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Impact
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CHANGED LOW LOW NONE

CVSS2 Score: 4.3 - MEDIUM
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NETWORK MEDIUM NONE
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Availability
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NONE PARTIAL NONE

CVE References

Description Tags Link

oss-security - Re: CVE request: Python HTTP
header injection in urrlib2/urllib/httplib/http.client

Mailing List

www.openwall.com

text/html

 MLIST [oss-security] 20160616 Re: CVE request:
Python HTTP header injection in
urrlib2/urllib/httplib/http.client

1303699 – (CVE-2016-5699) CVE-2016-5699 bugzilla.redhat.com  MISC bugzilla.redhat.com/show_bug.cgi?id=1303699

CVE-2016-5699 has been assigned by  secalert@redhat.com to track the vulnerability - currently rated as MEDIUM  severity.
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https://cve.report/
https://cve.report/CVE-2016-5699/mitre
https://cve.report/CVE-2016-5699/nist
https://cve.report/CVE-2016-5699/cve_org
https://cve.report/CVE-2016-5699.pdf
http://cve.report/software/python/python
http://cve.report/vendor/python
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.openwall.com/lists/oss-security/2016/06/16/2
https://bugzilla.redhat.com/show_bug.cgi?id=1303699


python: http protocol steam injection attack text/html

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2016:1630

CVE-2016-5699 - Red Hat Customer Portal access.redhat.com

text/html

 MISC access.redhat.com/security/cve/CVE-2016-5699

[SECURITY] [DLA 1663-1] python3.4 security
update

lists.debian.org

text/html

 MLIST [debian-lts-announce] 20190207 [SECURITY]
[DLA 1663-1] python3.4 security update

Python 'urrlib2/urllib/httplib/http.client' HTTP
Header Injection Vulnerability

cve.report (archive)

text/html

 BID 91226

Changelog — Python 3.4.5 documentation Release Notes

docs.python.org

text/html

 CONFIRM
docs.python.org/3.4/whatsnew/changelog.html#python-3-4-
4

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2016:1626

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2016:1628

Red Hat Customer Portal access.redhat.com

text/html

 MISC access.redhat.com/errata/RHSA-2016:1629

Splunk Enterprise 6.4.5 addresses multiple
vulnerabilities | Splunk

www.splunk.com

text/html

 CONFIRM www.splunk.com/view/SP-CAAAPUE

Red Hat Customer Portal access.redhat.com

text/html

 MISC access.redhat.com/errata/RHSA-2016:1630

[security-announce] openSUSE-SU-2020:0086-
1: important: Security update

lists.opensuse.org

text/html

 SUSE openSUSE-SU-2020:0086

cpython: 1c45047c5102 Patch

hg.python.org

text/html

 CONFIRM hg.python.org/cpython/rev/1c45047c5102

oss-security - CVE request: Python HTTP header
injection in urrlib2/urllib/httplib/http.client

Mailing List

www.openwall.com

text/html

 MLIST [oss-security] 20160614 CVE request: Python
HTTP header injection in urrlib2/urllib/httplib/http.client

Red Hat Customer Portal access.redhat.com

text/html

 MISC access.redhat.com/errata/RHSA-2016:1628

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2016:1629

cpython: bf3e1c9b80e9 Patch

hg.python.org

text/html

 CONFIRM hg.python.org/cpython/rev/bf3e1c9b80e9

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2016:1627

Blindspot Security Exploit

Third Party Advisory

blog.blindspotsecurity.com

text/html

 MISC blog.blindspotsecurity.com/2016/06/advisory-http-
header-injection-in.html

Red Hat Customer Portal access.redhat.com

text/html

 MISC access.redhat.com/errata/RHSA-2016:1626

https://web.archive.org/web/2016/http://rhn.redhat.com/errata/RHSA-2016-1630.html
https://access.redhat.com/security/cve/CVE-2016-5699
https://lists.debian.org/debian-lts-announce/2019/02/msg00011.html
http://cve.report/bid/91226
https://docs.python.org/3.4/whatsnew/changelog.html#python-3-4-4
https://web.archive.org/web/2016/http://rhn.redhat.com/errata/RHSA-2016-1626.html
https://web.archive.org/web/2016/http://rhn.redhat.com/errata/RHSA-2016-1628.html
https://access.redhat.com/errata/RHSA-2016:1629
http://www.splunk.com/view/SP-CAAAPUE
https://access.redhat.com/errata/RHSA-2016:1630
http://lists.opensuse.org/opensuse-security-announce/2020-01/msg00040.html
https://hg.python.org/cpython/rev/1c45047c5102
http://www.openwall.com/lists/oss-security/2016/06/14/7
https://access.redhat.com/errata/RHSA-2016:1628
https://web.archive.org/web/2016/http://rhn.redhat.com/errata/RHSA-2016-1629.html
https://hg.python.org/cpython/rev/bf3e1c9b80e9
https://web.archive.org/web/2016/http://rhn.redhat.com/errata/RHSA-2016-1627.html
http://blog.blindspotsecurity.com/2016/06/advisory-http-header-injection-in.html
https://access.redhat.com/errata/RHSA-2016:1626


text/html

oss-security - Re: CVE request: Python HTTP
header injection in urrlib2/urllib/httplib/http.client

Mailing List

www.openwall.com

text/html

 MLIST [oss-security] 20160615 Re: CVE request:
Python HTTP header injection in
urrlib2/urllib/httplib/http.client

Splunk Enterprise 6.5.1 addresses multiple
OpenSSL vulnerabilities | Splunk

www.splunk.com

text/html

 CONFIRM www.splunk.com/view/SP-CAAAPSV

Red Hat Customer Portal access.redhat.com

text/html

 MISC access.redhat.com/errata/RHSA-2016:1627

Release Notes

hg.python.org

text/plain

 CONFIRM hg.python.org/cpython/raw-
file/v2.7.10/Misc/NEWS

Oracle Solaris Bulletin - July 2016 www.oracle.com

text/html

 CONFIRM
www.oracle.com/technetwork/topics/security/bulletinjul2016-
3090568.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

730315 Splunk Enterprise and Light Security Update (SP-CAAAPSV) (SPL-128812)

Exploit/POC from Github

PoC code of CVE-2016-5699 Vulnerability

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Python Python 3.0 All All All

Application Python Python 3.0.1 All All All

Application Python Python 3.1.0 All All All

Application Python Python 3.1.1 All All All

Application Python Python 3.1.2 All All All

Application Python Python 3.1.3 All All All

Application Python Python 3.1.4 All All All

Application Python Python 3.1.5 All All All

Application Python Python 3.2.0 All All All

Application Python Python 3.2.1 All All All

Application Python Python 3.2.2 All All All

Application Python Python 3.2.3 All All All

Application Python Python 3.2.4 All All All

Application Python Python 3.2.5 All All All

http://www.openwall.com/lists/oss-security/2016/06/15/12
http://www.splunk.com/view/SP-CAAAPSV
https://access.redhat.com/errata/RHSA-2016:1627
https://cve.report/CVE-2016-5699/f8399e82
http://www.oracle.com/technetwork/topics/security/bulletinjul2016-3090568.html
mailto:%20comment@cve.report
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http://cve.report/software/python/python
http://cve.report/vendor/python
http://cve.report/software/python/python


Application Python Python 3.2.5 All All All

Application Python Python 3.2.6 All All All

Application Python Python 3.3.0 All All All

Application Python Python 3.3.1 All All All

Application Python Python 3.3.2 All All All

Application Python Python 3.3.3 All All All

Application Python Python 3.3.4 All All All

Application Python Python 3.3.5 All All All

Application Python Python 3.3.6 All All All

Application Python Python 3.4.0 All All All

Application Python Python 3.4.1 All All All

Application Python Python 3.4.2 All All All

Application Python Python 3.4.3 All All All

Application Python Python 3.0 All All All

Application Python Python 3.0.1 All All All

Application Python Python 3.1.0 All All All

Application Python Python 3.1.1 All All All

Application Python Python 3.1.2 All All All

Application Python Python 3.1.3 All All All

Application Python Python 3.1.4 All All All

Application Python Python 3.1.5 All All All

Application Python Python 3.2.0 All All All

Application Python Python 3.2.1 All All All

Application Python Python 3.2.2 All All All

Application Python Python 3.2.3 All All All

Application Python Python 3.2.4 All All All

Application Python Python 3.2.5 All All All

Application Python Python 3.2.6 All All All

Application Python Python 3.3.0 All All All

Application Python Python 3.3.1 All All All

Application Python Python 3.3.2 All All All

Application Python Python 3.3.3 All All All

Application Python Python 3.3.4 All All All

Application Python Python 3.3.5 All All All

Application Python Python 3.3.6 All All All

Application Python Python 3.4.0 All All All
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Application Python Python 3.4.1 All All All

Application Python Python 3.4.2 All All All

Application Python Python 3.4.3 All All All

Application Python Python All All All All

cpe:2.3:a:python:python:3.0:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.1.0:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.1.1:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.1.2:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.1.3:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.1.4:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.1.5:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.2.0:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.2.1:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.2.2:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.2.3:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.2.4:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.2.5:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.2.6:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.3.0:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.3.1:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.3.2:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.3.3:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.3.4:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.3.5:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.3.6:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.4.0:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.4.1:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.4.2:*:*:*:*:*:*:*:

http://cve.report/vendor/python
http://cve.report/software/python/python
http://cve.report/vendor/python
http://cve.report/software/python/python
http://cve.report/vendor/python
http://cve.report/software/python/python
http://cve.report/vendor/python
http://cve.report/software/python/python


cpe:2.3:a:python:python:3.4.3:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.0:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.1.0:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.1.1:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.1.2:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.1.3:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.1.4:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.1.5:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.2.0:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.2.1:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.2.2:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.2.3:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.2.4:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.2.5:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.2.6:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.3.0:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.3.1:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.3.2:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.3.3:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.3.4:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.3.5:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.3.6:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.4.0:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.4.1:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.4.2:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:3.4.3:*:*:*:*:*:*:*:

cpe:2.3:a:python:python:*:*:*:*:*:*:*:*:



← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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