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Summary

CVE CVE-2016-5705

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-07-03 01:59:17 UTC

Updated 2026-05-06 22:30:45 UTC

Description Multiple cross-site scripting (XSS) vulnerabilities in phpMyAdmin 4.4.x before 4.4.15.7 and 4.6.x before 4.6.3 allow remote attackers to inject arbitrary web script or HTML via vectors involving (1) server-privileges certificate data fields on the user privileges page, (2) an "invalid JSON" error message in the error console, (3) a database name in the central columns implementation, (4) a group name, or (5) a search name in the bookmarks implementation.

Risk And Classification

Primary CVSS: v3.0 6.1 MEDIUM from nvd@nist.gov

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N

Problem Types: CWE-79 | n/a

Version Source Type Score Severity Vector

3.0 nvd@nist.gov Primary 6.1 MEDIUM CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N

2.0 nvd@nist.gov Primary 4.3 AV:N/AC:M/Au:N/C:N/I:P/A:N

CVSS v3.0 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

Required

Scope

Changed

Confidentiality

Low

Integrity

Low

Availability

https://cve.report/
https://cve.report/CVE-2016-5705/mitre
https://cve.report/CVE-2016-5705/nist
https://cve.report/CVE-2016-5705/cve_org
https://cve.report/api/cve/CVE-2016-5705.json
https://cve.report/CVE-2016-5705.pdf


CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N

CVSS v2.0 Breakdown

AV:N/AC:M/Au:N/C:N/I:P/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Opensuse Leap 42.1 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.2 All All All

Application Phpmyadmin Phpmyadmin 4.4.0 All All All

Application Phpmyadmin Phpmyadmin 4.4.1 All All All

Application Phpmyadmin Phpmyadmin 4.4.1.1 All All All

Application Phpmyadmin Phpmyadmin 4.4.10 All All All

Application Phpmyadmin Phpmyadmin 4.4.11 All All All

Application Phpmyadmin Phpmyadmin 4.4.12 All All All

Application Phpmyadmin Phpmyadmin 4.4.13 All All All

Application Phpmyadmin Phpmyadmin 4.4.13.1 All All All

Application Phpmyadmin Phpmyadmin 4.4.14.1 All All All

Application Phpmyadmin Phpmyadmin 4.4.15 All All All

Application Phpmyadmin Phpmyadmin 4.4.15.1 All All All

Application Phpmyadmin Phpmyadmin 4.4.15.2 All All All

Application Phpmyadmin Phpmyadmin 4.4.15.3 All All All

Application Phpmyadmin Phpmyadmin 4.4.15.4 All All All

None

Access Vector

Network

Access Complexity

Medium

Authentication

None

Confidentiality

None

Integrity

Partial

Availability

None
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Application Phpmyadmin Phpmyadmin 4.4.15.5 All All All

Application Phpmyadmin Phpmyadmin 4.4.15.6 All All All

Application Phpmyadmin Phpmyadmin 4.4.2 All All All

Application Phpmyadmin Phpmyadmin 4.4.3 All All All

Application Phpmyadmin Phpmyadmin 4.4.4 All All All

Application Phpmyadmin Phpmyadmin 4.4.5 All All All

Application Phpmyadmin Phpmyadmin 4.4.6 All All All

Application Phpmyadmin Phpmyadmin 4.4.6.1 All All All

Application Phpmyadmin Phpmyadmin 4.4.7 All All All

Application Phpmyadmin Phpmyadmin 4.4.8 All All All

Application Phpmyadmin Phpmyadmin 4.4.9 All All All

Application Phpmyadmin Phpmyadmin 4.6.0 All All All

Application Phpmyadmin Phpmyadmin 4.6.0 alpha1 All All

Application Phpmyadmin Phpmyadmin 4.6.0 rc1 All All

Application Phpmyadmin Phpmyadmin 4.6.0 rc2 All All

Application Phpmyadmin Phpmyadmin 4.6.1 All All All

Application Phpmyadmin Phpmyadmin 4.6.2 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source Link

Debian -- Security Information -- DSA-3627-1 phpmyadmin af854a3a-2127-422b-91ae-364da2661108 www.debian.org

openSUSE-SU-2016:1699-1: moderate: Security update for phpMyAdmin af854a3a-2127-422b-91ae-364da2661108 lists.opensuse.org

openSUSE-SU-2016:1700-1: moderate: phpMyAdmin af854a3a-2127-422b-91ae-364da2661108 lists.opensuse.org

Escape saved search name · phpmyadmin/phpmyadmin@36df83a · GitHub af854a3a-2127-422b-91ae-364da2661108 github.com

Escape database name when showing dialog · phpmyadmin/phpmyadmin@57ae483 · GitHub af854a3a-2127-422b-91ae-364da2661108 github.com

Escape user group when displaying · phpmyadmin/phpmyadmin@0b7416c · GitHub af854a3a-2127-422b-91ae-364da2661108 github.com

phpMyAdmin CVE-2016-5705 Multiple Cross Site Scripting Vulnerabilities af854a3a-2127-422b-91ae-364da2661108 www.securityfocus.com

phpMyAdmin - Security - PMASA-2016-21 af854a3a-2127-422b-91ae-364da2661108 www.phpmyadmin.net

phpMyAdmin: Multiple vulnerabilities (GLSA 201701-32) — Gentoo security af854a3a-2127-422b-91ae-364da2661108 security.gentoo.org

Escape error message from server · phpmyadmin/phpmyadmin@364732e · GitHub af854a3a-2127-422b-91ae-364da2661108 github.com

Fix XSS on server privileges · phpmyadmin/phpmyadmin@03f73d4 · GitHub af854a3a-2127-422b-91ae-364da2661108 github.com

CVE Program record CVE.ORG www.cve.org
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NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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