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Summary

CVE CVE-2016-5714

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-18 18:29:00 UTC

Updated 2022-01-24 16:46:00 UTC

Description Puppet Enterprise 2015.3.3 and 2016.x before 2016.4.0, and Puppet Agent 1.3.6 through 1.7.0 allow remote attackers to bypass a host whitelist protection mechanism and execute arbitrary code on Puppet nodes via vectors related to command validation, aka "Puppet Execution Protocol (PXP) Command Whitelist Validation Vulnerability."

Risk And Classification

Problem Types: CWE-284

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Puppet Puppet 2015.3.3 All All All

Application Puppet Puppet 2016.1.1 All All All

Application Puppet Puppet 2016.1.2 All All All

Application Puppet Puppet 2016.2.0 All All All

Application Puppet Puppet 2016.2.1 All All All

Application Puppet Puppet Agent All All All All

Application Puppet Puppet Enterprise 2015.3.3 All All All

Application Puppet Puppet Enterprise 2016.1.1 All All All

Application Puppet Puppet Enterprise 2016.1.2 All All All

Application Puppet Puppet Enterprise 2016.2.0 All All All

Application Puppet Puppet Enterprise 2016.2.1 All All All

Application Puppet Puppet Enterprise 2015.3.3 All All All

Application Puppet Puppet Enterprise 2016.1.1 All All All

Application Puppet Puppet Enterprise 2016.1.2 All All All

Application Puppet Puppet Enterprise 2016.2.0 All All All

Application Puppet Puppet Enterprise 2016.2.1 All All All

Application Puppetlabs Puppet Agent 1.3.6 All All All
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Application Puppetlabs Puppet Agent 1.3.6 All All All

Application Puppetlabs Puppet Agent 1.4.0 All All All

Application Puppetlabs Puppet Agent 1.4.1 All All All

Application Puppetlabs Puppet Agent 1.4.2 All All All

Application Puppetlabs Puppet Agent 1.5.0 All All All

Application Puppetlabs Puppet Agent 1.5.1 All All All

Application Puppetlabs Puppet Agent 1.5.2 All All All

Application Puppetlabs Puppet Agent 1.5.3 All All All

Application Puppetlabs Puppet Agent 1.6.0 All All All

Application Puppetlabs Puppet Agent 1.6.1 All All All

Application Puppetlabs Puppet Agent 1.6.2 All All All

Application Puppetlabs Puppet Agent 1.7.0 All All All

Application Puppetlabs Puppet Agent 1.3.6 All All All

Application Puppetlabs Puppet Agent 1.4.0 All All All

Application Puppetlabs Puppet Agent 1.4.1 All All All

Application Puppetlabs Puppet Agent 1.4.2 All All All

Application Puppetlabs Puppet Agent 1.5.0 All All All

Application Puppetlabs Puppet Agent 1.5.1 All All All

Application Puppetlabs Puppet Agent 1.5.2 All All All

Application Puppetlabs Puppet Agent 1.5.3 All All All

Application Puppetlabs Puppet Agent 1.6.0 All All All

Application Puppetlabs Puppet Agent 1.6.1 All All All

Application Puppetlabs Puppet Agent 1.6.2 All All All

Application Puppetlabs Puppet Agent 1.7.0 All All All

References

Reference Source

Puppet Agent: Multiple vulnerabilities (GLSA 201710-12) — Gentoo security GENTOO

CVE-2016-5714 - Unprivileged Access to Environment Catalogs | Puppet CONFIRM

597684 – (CVE-2016-5714) <app-admin/puppet-agent-1.7.1: Puppet Execution Protocol (PXP) Command Whitelist Validation Vulnerability MISC

Puppet Execution Protocol (PXP) Command Whitelist Validation Vulnerability | Puppet CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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