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Summary

CVE CVE-2016-5725

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-01-19 22:59:00 UTC

Updated 2021-06-14 18:15:00 UTC

Description Directory traversal vulnerability in JCraft JSch before 0.1.54 on Windows, when the mode is ChannelSftp.OVERWRITE, allows remote SFTP servers to write to arbitrary files via a ..\ (dot dot backslash) in a response to a recursive GET command.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jcraft Jsch All All All All

Operating System Microsoft Windows All All All All

Operating System Microsoft Windows All All All All

References

Reference Source

JCraft/JSch Java Secure Channel 0.1.53 - Recursive sftp-get Directory Traversal EXPLOIT-DB

pub/pocs/cve-2016-5725 at master · tintinweb/pub · GitHub MISC

Full Disclosure: CVE-2016-5725 - JCraft/JSch Java Secure Channel <= 0.1.53 recursive sftp-get path traversal (client-side, windows) FULLDISC

Oracle Critical Patch Update Advisory - October 2020 MISC

JCraft JSch CVE-2016-5725 Directory Traversal Vulnerability BID

Red Hat Customer Portal REDHAT

jsch 0.1.53 Path Traversal ≈ Packet Storm MISC

www.jcraft.com/jsch/ChangeLog CONFIRM

Oracle Critical Patch Update Advisory - April 2021 MISC

[SECURITY] [DLA 2184-1] jsch security update MLIST

Oracle Critical Patch Update Advisory - January 2021 MISC
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https://github.com/tintinweb/pub/tree/master/pocs/cve-2016-5725
http://seclists.org/fulldisclosure/2016/Sep/53
https://www.oracle.com/security-alerts/cpuoct2020.html
http://www.securityfocus.com/bid/93100
https://access.redhat.com/errata/RHSA-2017:3115
http://packetstormsecurity.com/files/138809/jsch-0.1.53-Path-Traversal.html
http://www.jcraft.com/jsch/ChangeLog
https://www.oracle.com/security-alerts/cpuApr2021.html
https://lists.debian.org/debian-lts-announce/2020/04/msg00017.html
https://www.oracle.com/security-alerts/cpujan2021.html


CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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20297 Oracle Database 18c Critical OJVM Patch Update - October 2020

20313 Oracle Database 12.2.0.1 Critical OJVM Patch Update - October 2020
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