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CVE CVE-2016-5733
State PUBLISHED
Assigner mitre

Published 2016-07-03 01:59:23 UTC

Updated 2026-05-06 22:30:45 UTC

Source Priority CVE Program / NVD first with legacy fallback

Description Multiple cross-site scripting (XSS) vulnerabilities in phpMyAdmin 4.0.x before 4.0.10.16, 4.4.x before 4.4.15.7, and 4.6.x be’

4 \ -l
Risk And Classification

Problem Types: CWE-79 | n/a

Version Source Type
3.0 nvd@nist.gov Primary
2.0 nvd@nist.gov Primary

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N

Score Severity
6.1 MEDIUM

4.3

Primary CVSS: v3.0 6.1 MEDIUM from nvd@nist.gov

Vector

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/l:L/A:N

AV:N/AC:M/Au:N/C:N/I:P/A:N
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https://cve.report/
https://cve.report/CVE-2016-5733/mitre
https://cve.report/CVE-2016-5733/nist
https://cve.report/CVE-2016-5733/cve_org
https://cve.report/api/cve/CVE-2016-5733.json
https://cve.report/CVE-2016-5733.pdf
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NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System

Operating System

Application
Application
Application
Application
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Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor
Opensuse
Opensuse
Opensuse
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin

Phpmyadmin

Product
Leap
Opensuse
Opensuse
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin

Phpmyadmin

Version

421

13.1

13.2

4.0.0

4.01

4.0.10

4.0.10.1

4.0.10.10

4.0.10.11

4.0.10.12

4.0.10.13

4.0.10.14

4.0.10.15

4.0.10.2

4.0.10.3
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4.0.10.5

Update
All
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Edition

All
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All

All

All

All

All

All
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All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All
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Application
Application
Application
Application
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Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
Phpmyadmin
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Phpmyadmin
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4.4.15.6

442

4.4.3

4.4.4

4.4.5

4.4.6

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin

Application Phpmyadmin Phpmyadmin 4.46.1 Al
Application Phpmyadmin Phpmyadmin 447 All
Application Phpmyadmin Phpmyadmin 4.4.8 All
Application Phpmyadmin Phpmyadmin 449 All
Application Phpmyadmin Phpmyadmin 4.6.0 All
Application Phpmyadmin Phpmyadmin 4.6.0 alphat
Application Phpmyadmin Phpmyadmin 4.6.0 rci
Application Phpmyadmin Phpmyadmin 4.6.0 rc2
Application Phpmyadmin Phpmyadmin 4.6.1 All
Application Phpmyadmin Phpmyadmin 4.6.2 All

All All
All All
All All
All All
All All
All All
All All
All All
All All
All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference

Debian -- Security Information -- DSA-3627-1 phpmyadmin

Escape binary log name - phpmyadmin/phpmyadmin@d648ade - GitHub

Fixed rendering of chart of columns with HTML inside - phpmyadmin/phpmyadmin@4d21b5c - GitHub
phpMyAdmin - Security - PMASA-2016-26

Escape HTML when rendering AJAX error - phpmyadmin/phpmyadmin@895a131 - GitHub
openSUSE-SU-2016:1699-1: moderate: Security update for phpMyAdmin

Simplify and cleanup transformation plugins - phpmyadmin/phpmyadmin@be3ecbb - GitHub
openSUSE-SU-2016:1700-1: moderate: phpMyAdmin

phpMyAdmin CVE-2016-5733 Multiple Cross Site Scripting Vulnerabilities

Properly escape translated string - phpmyadmin/phpmyadmin@8716855 - GitHub

Escape attributes when showing images in javascript - phpmyadmin/phpmyadmin@7966161 - GitHub
Do not allow javascript: links in transformation - phpmyadmin/phpmyadmin@615212a - GitHub
Properly escape zoom search column type - phpmyadmin/phpmyadmin@960fd1f - GitHub
phpMyAdmin: Multiple vulnerabilities (GLSA 201701-32) — Gentoo security

CVE Program record

NVD vulnerability detail

1

No vendor comments have been submitted for this CVE.
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https://github.com/phpmyadmin/phpmyadmin/commit/be3ecbb4cca3fbe20e3b3aa4e049902d18b60865
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http://www.securityfocus.com/bid/91390
https://github.com/phpmyadmin/phpmyadmin/commit/8716855b309dbe65d7b9a5d681b80579b225b322
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https://www.cve.org/CVERecord?id=CVE-2016-5733
https://nvd.nist.gov/vuln/detail/CVE-2016-5733

710467 Gentoo Linux Hypertext Preprocessor (PHP) MyAdmin Multiple Vulnerabilities (GLSA 201701-32)
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