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State

Assigner
Source Priority
Published
Updated

Description

/

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback

2016-08-19 21:59:00 UTC

2019-06-06 15:11:00 UTC

The default configuration of the IPsec IKE peer listener in F5 BIG-IP LTM, Analytics, APM, ASM, and Link Controller 11.2.1

Risk And Classification

1|

Problem Types: CWE-284

NVD Known Affected Configurations (CPE 2.3)
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Application F5 Big-ip Policy Enforcement Manager 11.4.0 All All All
Application F5 Big-ip Policy Enforcement Manager 11.4.1 All All All
Application F5 Big-ip Policy Enforcement Manager 11.5.0 All All All
Application F5 Big-ip Policy Enforcement Manager 11.5.1 All All All
Application F5 Big-ip Policy Enforcement Manager 11.5.2 All All All
Application F5 Big-ip Policy Enforcement Manager 11.5.3 All All All
Application F5 Big-ip Policy Enforcement Manager 11.5.4 All All All
Application F5 Big-ip Policy Enforcement Manager 11.6.0 All All All
Application F5 Big-ip Policy Enforcement Manager 12.0.0 All All All
Application F5 Big-ip Policy Enforcement Manager 11.4.0 All All All
Application F5 Big-ip Policy Enforcement Manager 11.41 All All All
Application F5 Big-ip Policy Enforcement Manager 11.5.0 All All All
Application F5 Big-ip Policy Enforcement Manager 11.5.1 All All All
Application F5 Big-ip Policy Enforcement Manager 11.5.2 All All All
Application F5 Big-ip Policy Enforcement Manager 11.5.3 All All All
Application F5 Big-ip Policy Enforcement Manager 11.5.4 All All All
Application F5 Big-ip Policy Enforcement Manager 11.6.0 All All All
Application F5 Big-ip Policy Enforcement Manager 12.0.0 All All All
Application F5 Big-ip Protocol Security Module 11.4.0 All All All
Application F5 Big-ip Protocol Security Module 11.4.1 All All All
Application F5 Big-ip Protocol Security Module 11.4.0 All All All
Application F5 Big-ip Protocol Security Module 11.4.1 All All All
Application F5 Big-ip Wan Optimization Manager 11.2.1 All All All
Application F5 Big-ip Wan Optimization Manager 11.2.1 All All All
Application F5 Big-ip Webaccelerator 11.2.1 All All All
Application F5 Big-ip Webaccelerator 11.21 All All All
Application F5 Big-ip Websafe 11.6.0 All All All
Application F5 Big-ip Websafe 12.0.0 All All All
Application F5 Big-ip Websafe 11.6.0 All All All
Application F5 Big-ip Websafe 12.0.0 All All All
Reference

F5 BIG-IP Anonymous IPsec IKE Peer Configuration Lets Remote Users Bypass Security Restrictions on the Target System - Security Trackel
SOL10133477 - BIG-IP IPsec IKE peer listener vulnerability CVE-2016-5736
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NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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