CVE-2016-5743

MITRE NVD CVE.ORG

Print: PDF %5

CVE-2016-5743

CVE

State

Assigner
Source Priority
Published
Updated

Description

/

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback

2016-07-22 15:59:00 UTC

2016-11-28 20:29:00 UTC

Siemens SIMATIC WinCC before 7.3 Update 10 and 7.4 before Update 1, SIMATIC BATCH before 8.1 SP1 Update 9 as di

Risk And Classification

1|

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Product

Simatic Batch
Simatic Openpcs 7
Simatic Openpcs 7
Simatic Pcs 7
Simatic Pcs 7
Simatic Pcs 7
Simatic Pcs 7
Simatic Wincc
Simatic Wincc
Simatic Wincc Runtime Professional

Simatic Wincc Runtime Professional

Version

All

All

All

All

All

All

All

All

All

All

All

Update
All
All
All
sp1
All
spi
All
All
All
sp1

sp1

Edition

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All

All

References

Reference

Siemens

Multiple Siemens Products Remote Code Execution Vulnerability

Siemens SIMATIC WinCC Unspecified Bugs Let Remote Users Obtain Files and Execute Arbitrary Code - SecurityTracker

Source

BID

CONFIRM

SECTRACK

=


https://cve.report/
https://cve.report/CVE-2016-5743/mitre
https://cve.report/CVE-2016-5743/nist
https://cve.report/CVE-2016-5743/cve_org
https://cve.report/CVE-2016-5743.pdf
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_batch
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_openpcs_7
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_openpcs_7
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_pcs_7
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_pcs_7
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_pcs_7
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_pcs_7
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_wincc
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_wincc
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_wincc_runtime_professional
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_wincc_runtime_professional
http://www.securityfocus.com/bid/92112
http://www.siemens.com/cert/pool/cert/siemens_security_advisory_ssa-378531.pdf
http://www.securitytracker.com/id/1036441

Siemens SIMATIC WiInCC, PCS 7, and WinCC Runtime Professional Vulnerabilities (Update C) | ICS-CERT MISC ic

CVE Program record CVE.ORG w
NVD vulnerability detail NVD n
4] | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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