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CVE-2016-5764

PUBLISHED

microfocus

CVE Program / NVD first with legacy fallback
2016-10-27 20:59:05 UTC

2026-05-06 22:30:45 UTC

Micro Focus Rumba FTP 4.X client buffer overflow makes it possible to corrupt the stack and allow arbitrary code executior

Risk And Classification

/ | 1|

Primary CVSS: v3.0 8.8 HIGH from nvd@nist.gov
CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
EPSS: 0.092320000 probability, percentile 0.927650000 (date 2026-05-09)

Problem Types: CWE-119 | unspecified

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 8.8 HIGH CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 6.8 AV:N/AC:M/Au:N/C:P/I:P/A:P
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Microfocus Rumba Ftp 4.0 All All All
Application Microfocus Rumba Ftp 41 All All All
Application Microfocus Rumba Ftp 4.2 All All All
Application Microfocus Rumba Ftp 4.3 All All All
Application Microfocus Rumba Ftp 4.4 All All All
Application Microfocus Rumba Ftp 4.5 All All All

Vendor Declared Affected Products

Source Vendor Product Version Plat

CNA Na Micro Focus Rumba FTP 4.X Before 4.5 HF 14668 affected Micro Focus Rumba FTP 4.X before 4.5 (HF 14668) Not

References
Reference Source

Rumba FTP 4.x Security Update - Rumba Knowledge Base - Rumba - Micro Focus Community — af854a3a-2127-422b-91ae-364da2661108
Microfocus Rumba FTP CVE-2016-5764 Stack Buffer Overflow Vulnerability af854a8a-2127-422b-91ae-364da2661108

Rumba FTP Client 4.x - Remote Stack Buffer Overflow (SEH) - Windows remote Exploit af854a3a-2127-422b-91ae-364da2661108
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http://cve.report/software/microfocus/rumba_ftp
http://cve.report/vendor/na
http://cve.report/software/na/Micro_Focus_Rumba_FTP_4.X_before_4.5_HF_14668
http://community.microfocus.com/microfocus/mainframe_solutions/rumba/w/knowledge_base/28731.rumba-ftp-4-x-security-update.aspx
http://www.securityfocus.com/bid/93974
https://www.exploit-db.com/exploits/40651/
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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