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Summary

CVE CVE-2016-5782

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-02-13 21:59:00 UTC

Updated 2017-03-14 19:17:00 UTC

Description An issue was discovered in Locus Energy LGate prior to 1.05H, LGate 50, LGate 100, LGate 101, LGate 120, and LGate 320. Locus Energy meters use a PHP script to manage the energy meter parameters for voltage monitoring and network configuration. The PHP code does not properly validate information that is sent in the POST request.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Locusenergy Lgate 100 - All All All

Hardware Locusenergy Lgate 100 - All All All

Hardware Locusenergy Lgate 101 - All All All

Hardware Locusenergy Lgate 101 - All All All

Hardware Locusenergy Lgate 120 - All All All

Hardware Locusenergy Lgate 120 - All All All

Hardware Locusenergy Lgate 320 - All All All

Hardware Locusenergy Lgate 320 - All All All

Hardware Locusenergy Lgate 50 - All All All

Hardware Locusenergy Lgate 50 - All All All

Operating System Locusenergy Lgate Firmware - All All All

Operating System Locusenergy Lgate Firmware - All All All

References

Reference Source Link Tags

Multple Locus Energy LGate products Products CVE-2016-5782 Command Injection Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

Locus Energy LGate Command Injection Vulnerability | ICS-CERT MISC ics-cert.us-cert.gov Third Party Advisory, US Government Resource
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Sauter NovaWeb Web HMI CVE-2016-10224 Authentication Bypass Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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