MITRE

VE-2016-5/87

NVD

CVE.ORG

Print: PDF %5

CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2016-5787

PUBLIC

ics-cert@hq.dhs.gov

CVE Program / NVD first with legacy fallback

2016-07-15 16:59:00 UTC

2022-02-03 19:46:00 UTC

General Electric (GE) Digital Proficy HMI/SCADA - CIMPLICITY before 8.2 SIM 27 mishandles service DACLs, which allow
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Reference Source Link Tags

GE Digital Security Advisory GED 16-01 ka21A00000080UoQAI | GE Customer Center CONFIRM  ge-ip.force.com

GE Proficy HMI SCADA CIMPLICITY CVE-2016-5787 Local Privilege Escalation Vulnerability BID www.securityfocus.com

GE Proficy HMI SCADA CIMPLICITY Privilege Management Vulnerability | ICS-CERT MISC ics-cert.us-cert.gov Third

CVE Program record CVE.ORG www.cve.org canon
NVD vulnerability detail NVD nvd.nist.gov canon
< i S ]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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