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Summary

CVE CVE-2016-5809

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-02-13 21:59:00 UTC

Updated 2018-05-20 01:29:00 UTC

Description An issue was discovered on Schneider Electric IONXXXX series power meters ION73XX series, ION75XX series, ION76XX series, ION8650 series, ION8800 series, and PM5XXX series. There is no CSRF Token generated to authenticate the user during a session. Successful exploitation of this vulnerability can allow unauthorized configuration changes to be made and saved.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Schneider-electric Ion5000 - All All All

Hardware Schneider-electric Ion5000 - All All All

Hardware Schneider-electric Ion7300 - All All All

Hardware Schneider-electric Ion7300 - All All All

Hardware Schneider-electric Ion7500 - All All All

Hardware Schneider-electric Ion7500 - All All All

Hardware Schneider-electric Ion7600 - All All All

Hardware Schneider-electric Ion7600 - All All All

Hardware Schneider-electric Ion8650 - All All All

Hardware Schneider-electric Ion8650 - All All All

Hardware Schneider-electric Ion8800 - All All All

Hardware Schneider-electric Ion8800 - All All All
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Powerlogic/Schneider Electric IONXXXX Series - Cross-Site Request Forgery - Linux webapps Exploit EXPLOIT-DB www.exploit-db.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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