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Summary

CVE CVE-2016-5815

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-02-13 21:59:00 UTC

Updated 2017-03-14 19:21:00 UTC

Description An issue was discovered on Schneider Electric IONXXXX series power meters ION73XX series, ION75XX series, ION76XX series, ION8650 series, ION8800 series, and PM5XXX series. No authentication is configured by default. An unauthorized user can access the device management portal and make configuration changes.

Risk And Classification

Problem Types: CWE-284

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Schneider-electric Ion5000 - All All All

Hardware Schneider-electric Ion5000 - All All All

Hardware Schneider-electric Ion7300 - All All All

Hardware Schneider-electric Ion7300 - All All All

Hardware Schneider-electric Ion7500 - All All All

Hardware Schneider-electric Ion7500 - All All All

Hardware Schneider-electric Ion7600 - All All All

Hardware Schneider-electric Ion7600 - All All All

Hardware Schneider-electric Ion8650 - All All All

Hardware Schneider-electric Ion8650 - All All All

Hardware Schneider-electric Ion8800 - All All All

Hardware Schneider-electric Ion8800 - All All All

References

Reference Source Link Tags

Schneider Electric IONXXXX Series Power Meter Vulnerabilities | ICS-CERT MISC ics-cert.us-cert.gov Third Party Advisory, US Government Resource

Schneider Electric ION CVE-2016-5815 Series Security Bypass Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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