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VE-2016-

MITRE NVD

CVE.ORG

CVE-2016-5824

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback

2017-01-27 22:59:00 UTC
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libical 1.0 allows remote attackers to cause a denial of service (use-after-free) via a crafted ics file.
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Risk And Classification

Problem Types: CWE-416
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Operating System Redhat Enterprise Linux Server 7.0 All All All
Operating System Redhat Enterprise Linux Server Aus 7.6 All All All
Operating System Redhat Enterprise Linux Server Aus 7.6 All All All
Operating System Redhat Enterprise Linux Server Eus 7.6 All All All
Operating System Redhat Enterprise Linux Server Eus 7.6 All All All
Operating System Redhat Enterprise Linux Server Tus 7.6 All All All
Operating System Redhat Enterprise Linux Server Tus 7.6 All All All
Operating System Redhat Enterprise Linux Workstation 6.0 All All All
Operating System Redhat Enterprise Linux Workstation 7.0 All All All
Operating System Redhat Enterprise Linux Workstation 6.0 All All All
Operating System Redhat Enterprise Linux Workstation 7.0 All All All
Reference Source Link
USN-3897-1: Thunderbird vulnerabilities | Ubuntu security notices UBUNTU  usn.ubuntu.com
libical Multiple Heap Overflow Vulnerabilities BID www.securityfocus.con
CVE-2016-5824: use-after-free issues - Issue #286 - libical/libical - GitHub CONFIRM  github.com
Libical: Multiple vulnerabilities (GLSA 201904-02) — Gentoo security GENTOO  security.gentoo.org
Potentially security-sensitive crashes, best way to get them to you? - Issue #235 - libical/libical - GitHub ~ MISC github.com
oss-security - Re: libical 0.47 SEGV on unknown address MLIST www.openwall.com
Red Hat Customer Portal REDHAT  access.redhat.com
oss-security - Re: CVE-2016-9584: heap use-after-free on libical MLIST www.openwall.com
1275400 — (CVE-2016-5824) Handful use-after-free crashes in libical (used in Thunderbird) CONFIRM  bugzilla.mozilla.org
Mozilla Thunderbird and Firefox: Multiple vulnerabilities (GLSA 201904-07) — Gentoo Security GENTOO  security.gentoo.org
A heap-buffer-overflow in icaltime_from_string - Issue #251 - libical/libical - GitHub CONFIRM  github.com
Red Hat Customer Portal REDHAT  access.redhat.com
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov

4] |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710177 Gentoo Linux Mozilla Thunderbird and Firefox Multiple vulnerabilities (GLSA 201904-07)

710182 Gentoo Linux Libical Multiple vulnerabilities (GLSA 201904-02)
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