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CVE CVE-2016-5829
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-06-27 10:59:00 UTC
Updated 2023-01-17 21:16:00 UTC
Description Multiple heap-based buffer overflows in the hiddev_ioctl_usage function in drivers/hid/usbhid/hiddev.c in the Linux kernel th

/ |

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update  Edition Language

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel All All All All

Operating System Novell Suse Linux Enterprise Real Time Extension 12 spl All All

Operating System Novell Suse Linux Enterprise Real Time Extension 12 sp1 All All
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https://cve.report/
https://cve.report/CVE-2016-5829/mitre
https://cve.report/CVE-2016-5829/nist
https://cve.report/CVE-2016-5829/cve_org
https://cve.report/api/cve/CVE-2016-5829.json
https://cve.report/CVE-2016-5829.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/novell
http://cve.report/software/novell/suse_linux_enterprise_real_time_extension
http://cve.report/vendor/novell
http://cve.report/software/novell/suse_linux_enterprise_real_time_extension
http://lists.opensuse.org/opensuse-security-announce/2016-08/msg00050.html
http://rhn.redhat.com/errata/RHSA-2016-2006.html
http://www.ubuntu.com/usn/USN-3070-2
http://lists.opensuse.org/opensuse-security-announce/2016-08/msg00000.html
http://lists.opensuse.org/opensuse-security-announce/2016-08/msg00049.html

Oracle Linux Bulletin - October 2016 CONFIRM  www.o
[security-announce] SUSE-SU-2016:1985-1: important: Security update for SUSE lists.op
USN-3070-4: Linux kernel (Xenial HWE) vulnerabilities | Ubuntu UBUNTU  www.u
USN-3072-1: Linux kernel vulnerabilities | Ubuntu UBUNTU  www.u
USN-3071-2: Linux kernel (Trusty HWE) vulnerabilities | Ubuntu UBUNTU  www.u
Red Hat Customer Portal REDHAT  rhn.rec
USN-3072-2: Linux kernel (OMAP4) vulnerabilities | Ubuntu UBUNTU  www.u
USN-3071-1: Linux kernel vulnerabilities | Ubuntu UBUNTU  www.u
kernel/git/torvalds/linux.git - Linux kernel source tree CONFIRM  git.kerr
Linux Kernel 'usbhid/hiddev.c' Local Heap Buffer Overflow Vulnerability BID WWW.S
oss-security - Re: CVE Request: Linux kernel HID: hiddev buffer overflows MLIST WWW.0
[security-announce] SUSE-SU-2016:2174-1: important: Security update for SUSE lists.op
[security-announce] SUSE-SU-2016:2179-1: important: Security update for SUSE lists.op
HID: hiddev: validate num_values for HIDIOCGUSAGES, HIDIOCSUSAGES com... - torvalds/linux@93a2001 - GitHub CONFIRM  github.
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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