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CVE CVE-2016-5835
State PUBLISHED
Assigner debian

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-06-29 14:10:06 UTC
Updated 2026-05-06 22:30:45 UTC
Description WordPress before 4.5.3 allows remote attackers to obtain sensitive revision-history information by leveraging the ability to r

/ |

Risk And Classification

Primary CVSS: v3.0 7.5 HIGH from nvd@nist.gov

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

Problem Types: CWE-200 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 75 HIGH CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:IN/A:N
2.0 nvd@nist.gov Primary 5 AV:N/AC:L/Au:N/C:P/I:N/A:N
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https://cve.report/
https://cve.report/CVE-2016-5835/mitre
https://cve.report/CVE-2016-5835/nist
https://cve.report/CVE-2016-5835/cve_org
https://cve.report/api/cve/CVE-2016-5835.json
https://cve.report/CVE-2016-5835.pdf

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Wordpress Wordpress All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

WordPress Multiple Flaws Let Remote Users Modify Passwords, Deny Service, Obtain Potentially Sensitive Information, and Conduct Cross-£
WordPress 3.6-4.5.2 - Authenticated Revision History Information Disclosure

WordPress 4.5.3 Maintenance and Security Release

Debian -- Security Information -- DSA-3639-1 wordpress

Revisions: Change the capability needed to view revision diffs to “ed... - WordPress/WordPress@a2904cc - GitHub

Version 4.5.3 « WordPress Codex

WordPress Prior to 4.5.3 Unspecified Information Disclosure Vulnerability

CVE Program record

NVD vulnerability detail

4‘ “&b&lmm“lmmﬂ

SRR R s



http://cve.report/vendor/wordpress
http://cve.report/software/wordpress/wordpress
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.securitytracker.com/id/1036163
https://wpvulndb.com/vulnerabilities/8519
https://wordpress.org/news/2016/06/wordpress-4-5-3/
http://www.debian.org/security/2016/dsa-3639
https://github.com/WordPress/WordPress/commit/a2904cc3092c391ac7027bc87f7806953d1a25a1
https://codex.wordpress.org/Version_4.5.3
http://www.securityfocus.com/bid/91366
https://www.cve.org/CVERecord?id=CVE-2016-5835
https://nvd.nist.gov/vuln/detail/CVE-2016-5835

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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