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CVE-2016-5845
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CVE-2016-5845

PUBLISHED

mitre

CVE Program / NVD first with legacy fallback
2016-08-13 01:59:07 UTC

2026-05-06 22:30:45 UTC

SAP SAPCAR does not check the return value of file operations when extracting files, which allows remote attackers to cau

Risk And Classification

/ | 1|

Primary CVSS: v3.1 5.5 MEDIUM from nvd@nist.gov
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

EPSS: 0.019590000 probability, percentile 0.836000000 (date 2026-05-06)
Problem Types: NVD-CWE-Other | n/a

Version Source Type Score Severity Vector
3.1 nvd@nist.gov Primary 55 MEDIUM CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
2.0 nvd@nist.gov Primary 2.1 AV:L/AC:L/Au:N/C:N/I:N/A:P
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https://cve.report/CVE-2016-5845.pdf
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version

Application Sap Sapcar -

Update Edition Language

All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

SAP SAPCAR - Multiple Vulnerabilities

SAP CAR Archive Tool Denial Of Service / Security Bypass = Packet Storm
Denial of Service Attacks: SAP Security Notes August 2016 | Onapsis

SAP CAR Multiple Vulnerabilities | Core Security

Full Disclosure: [CORE-2016-0006] - SAP CAR Multiple Vulnerabilities
SAPCAR Local Privilege Escalation and Denial of Service Vulnerabilities
SecurityFocus
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http://cve.report/vendor/sap
http://cve.report/software/sap/sapcar
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://www.exploit-db.com/exploits/40230/
http://packetstormsecurity.com/files/138284/SAP-CAR-Archive-Tool-Denial-Of-Service-Security-Bypass.html
https://www.onapsis.com/blog/denial-service-attacks-sap-security-notes-august-2016
https://www.coresecurity.com/advisories/sap-car-multiple-vulnerabilities
http://seclists.org/fulldisclosure/2016/Aug/46
http://www.securityfocus.com/bid/92406
http://www.securityfocus.com/archive/1/539180/100/0/threaded
https://www.cve.org/CVERecord?id=CVE-2016-5845
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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