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Summary

CVE CVE-2016-5858

State PUBLIC

Assigner product-security@qualcomm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-08-16 15:29:00 UTC

Updated 2017-08-18 17:43:00 UTC

Description In an ioctl handler in all Qualcomm products with Android for MSM, Firefox OS for MSM, or QRD Android, if a user supplies a value too large, then an out-of-bounds read occurs.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Google Android All All All All

Operating System Google Android All All All All

References

Reference Source Link

Android Security Bulletin—May 2017  |  Android Open Source Project CONFIRM source.android.com

kernel/msm-3.18 - Unnamed repository; edit this file 'description' to name the repository. MISC source.codeaurora.org

Google Android Qualcomm Sound Codec Driver CVE-2016-5858 Information Disclosure Vulnerability BID www.securityfocus.com

kernel/msm-3.18 - Unnamed repository; edit this file 'description' to name the repository. MISC source.codeaurora.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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