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CVE CVE-2016-5873
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/

Risk And Classification

Published 2017-01-23 21:59:00 UTC
Updated 2018-01-14 02:29:00 UTC
Description Buffer overflow in the HTTP URL parsing functions in pecl_http before 3.0.1 might allow remote attackers to execute arbitra
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Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Application Php Pecl Http All rci

Edition

All

Language

All

References

Reference

PHP :: Sec Bug #71719 :: Buffer overflow in HTTP url parsing functions

oss-security - Re: CVE Request - PECL-HTTP 3.0.0 Buffer overflow

oss-security - CVE Request - PECL-HTTP 3.0.0 Buffer overflow

PECL :: Package :: pecl_http :: 3.0.1

PECL HTTP: Remote execution of arbitrary code (GLSA 201612-17) — Gentoo security

pecl_http CVE-2016-5873 Buffer Overflow Vulnerability

fix bug #71719 (Buffer overflow in HTTP url parsing functions) - méw6/ext-http@3724cd7 - GitHub
September 2017 PHP Vulnerabilities in NetApp Products | NetApp Product Security

CVE Program record

NVD vulnerability detail
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Source

CONFIRM

MLIST

MLIST

CONFIRM

GENTOO

BID

CONFIRM

CONFIRM

CVE.ORG

Link

bugs.php.net
www.openwall.com
www.openwall.com
pecl.php.net
security.gentoo.org
www.securityfocus.com
github.com
security.netapp.com

www.cve.org

nvd.nist.gov

T

E

c

Wﬂ

No vendor comments have been submitted for this CVE.


https://cve.report/
https://cve.report/CVE-2016-5873/mitre
https://cve.report/CVE-2016-5873/nist
https://cve.report/CVE-2016-5873/cve_org
https://cve.report/api/cve/CVE-2016-5873.json
https://cve.report/CVE-2016-5873.pdf
http://cve.report/vendor/php
http://cve.report/software/php/pecl_http
https://bugs.php.net/bug.php?id=71719
http://www.openwall.com/lists/oss-security/2016/06/29/4
http://www.openwall.com/lists/oss-security/2016/06/29/1
https://pecl.php.net/package/pecl_http/3.0.1
https://security.gentoo.org/glsa/201612-17
http://www.securityfocus.com/bid/95863
https://github.com/m6w6/ext-http/commit/3724cd76a28be1d6049b5537232e97ac
https://security.netapp.com/advisory/ntap-20180112-0001/
https://www.cve.org/CVERecord?id=CVE-2016-5873
https://nvd.nist.gov/vuln/detail/CVE-2016-5873

There are currently no legacy QID mappings associated with this CVE.
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