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Summary

CVE CVE-2016-5879

State PUBLIC

Assigner psirt@us.ibm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-09-02 14:59:00 UTC

Updated 2016-11-28 20:29:00 UTC

Description MQCLI on IBM MQ Appliance M2000 and M2001 devices allows local users to execute arbitrary shell commands via a crafted (1) Disaster Recovery or (2) High Availability command.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Ibm Mq Appliance Firmware 8.0 All All All

Operating System Ibm Mq Appliance Firmware 8.0 All All All

Hardware Ibm Mq Appliance M2000 - All All All

Hardware Ibm Mq Appliance M2000 - All All All

Hardware Ibm Mq Appliance M2001 - All All All

Hardware Ibm Mq Appliance M2001 - All All All

References

Reference Source Link

IBM Security Bulletin: IBM MQ Appliance potential execution of arbitrary commands (CVE-2016-5879) - United States CONFIRM www-01.ibm.com

IBM MQ Appliance CVE-2016-5879 Local Command Execution Vulnerability BID www.securityfocus.com

IBM notice: The page you requested cannot be displayed AIXAPAR www-01.ibm.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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