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IBM iNotes is vulnerable to cross-site scripting. This vulnerability allows users to embed arbitrary JavaScript code in the We
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Ibm Inotes 8.5.1.0 All All All
Ibm Inotes 8.5.1.1 All All All
Ibm Inotes 8.5.1.2 All All All
Ibm Inotes 8.5.1.3 All All All
Ibm Inotes 8.5.1.4 All All All
Ibm Inotes 8.5.1.5 All All All
Ibm Inotes 8.5.2.0 All All All
Ibm Inotes 8.5.2.1 All All All
Ibm Inotes 8.5.2.2 All All All
Iom Inotes 8.5.2.3 All All All
Ibm Inotes 8.5.3.0 All All All
lbom Inotes 8.5.3.1 All All All
Ibm Inotes 8.5.3.2 All All All
lom Inotes 8.5.3.3 All All All
Ibm Inotes 8.5.34 All All All
Ibm Inotes 8.5.3.5 All All All
Ibm Inotes 8.5.3.6 All All All
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Application Ibom Inotes 9.0.0.0 All All All
Application Ibm Inotes 9.0.1.0 All All All
Application Ibm Inotes 9.0.1.1 All All All
Application lom Inotes 9.0.1.2 All All All
Application Ibm Inotes 9.0.1.3 All All All
Application Ibm Inotes 9.0.1.4 All All All
Application Ibm Inotes 9.0.1.5 All All All
Application Ibm Inotes 9.0.1.6 All All All
Application Ibm Inotes 8.5.1.0 All All All
Application Ibm Inotes 8.5.1.1 All All All
Application Ibm Inotes 8.5.1.2 All All All
Application Ibm Inotes 8.5.1.3 All All All
Application Ibm Inotes 8.5.1.4 All All All
Application Ibm Inotes 8.5.1.5 All All All
Application Ibm Inotes 8.5.2.0 All All All
Application Ibm Inotes 8.5.2.1 All All All
Application Ibm Inotes 8.5.2.2 All All All
Application Ibm Inotes 8.5.2.3 All All All
Application Ibm Inotes 8.5.3.0 All All All
Application Ibm Inotes 8.5.3.1 All All All
Application Ibm Inotes 8.5.3.2 All All All
Application lbm Inotes 8.5.3.3 All All All
Application Ibm Inotes 8.5.3.4 All All All
Application Ibm Inotes 8.5.3.5 All All All
Application Ibm Inotes 8.5.3.6 All All All
Application Ibm Inotes 9.0.0.0 All All All
Application Ibm Inotes 9.0.1.0 All All All
Application Ibm Inotes 9.0.1.1 All All All
Application Ibm Inotes 9.0.1.2 All All All
Application Ibm Inotes 9.0.1.3 All All All
Application Ibm Inotes 9.0.1.4 All All All
Application Ibm Inotes 9.0.1.5 All All All
Application Ibm Inotes 9.0.1.6 All All All
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Heterence source LInK

IBM Security Bulletin: Fix Available for IBM iNotes Cross-site Scripting Vulnerability (CVE-2016-5881) - United States CONFIRM www.ik

IBM iNotes Input Validation Flaw Lets Remote Users Conduct Cross-Site Scripting Attacks - Security Tracker SECTRACK www.s
IBM iNotes CVE-2016-5881 Cross Site Scripting Vulnerability BID WWW.S
CVE Program record CVE.ORG wWww.c
NVD vulnerability detail NVD nvd.nis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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