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CVE CVE-2016-5902
State PUBLISHED
Assigner ibm

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-02-08 22:59:00 UTC
Updated 2025-04-20 01:37:25 UTC
Description IBM Maximo Asset Management is vulnerable to cross-site scripting. This vulnerability allows users to embed arbitrary Jave

4 I -l
Risk And Classification

Version Source Type
3.0 nvd@nist.gov Primary
2.0 nvd@nist.gov Primary

Primary CVSS: v3.0 6.1 MEDIUM from nvd@nist.gov
CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:.L/A:N

Problem Types: CWE-79 | Cross-Site Scripting

Score Severity Vector
6.1 MEDIUM CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
4.3 AV:N/AC:M/Au:N/C:N/I:P/A:N
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https://cve.report/
https://cve.report/CVE-2016-5902/mitre
https://cve.report/CVE-2016-5902/nist
https://cve.report/CVE-2016-5902/cve_org
https://cve.report/api/cve/CVE-2016-5902.json
https://cve.report/CVE-2016-5902.pdf
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NVD Known Affected Configurations (CPE 2.3)
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Product

Maximo Asset Management
Maximo Asset Management
Maximo Asset Management
Maximo For Aviation

Maximo For Aviation

Maximo For Aviation

Maximo For Energy Optimization
Maximo For Energy Optimization
Maximo For Energy Optimization
Maximo For Government
Maximo For Government
Maximo For Government
Maximo For Life Sciences
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Maximo For Life Sciences
Maximo For Nuclear Power

Maximo For Nuclear Power
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http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_asset_management
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_asset_management
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_asset_management
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_aviation
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_aviation
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_aviation
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_energy_optimization
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_energy_optimization
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_energy_optimization
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_government
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_government
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_government
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_life_sciences
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_life_sciences
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_life_sciences
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_nuclear_power
http://cve.report/vendor/ibm
http://cve.report/software/ibm/maximo_for_nuclear_power

Application Ibm
Application Ibm
Application Ibm
Application Ibm
Application Ibm
Application Ibm
Application Ibm
Application Ibm
Application Ibm
Application Ibm

Maximo For Nuclear Power 7.6 All All
Maximo For Oil And Gas 71 All All
Maximo For Oil And Gas 7.5 All All
Maximo For Oil And Gas 7.6 All All
Maximo For Transportation 71 All All
Maximo For Transportation 7.5 All All
Maximo For Transportation 7.6 All All
Maximo For Utilities 71 All All
Maximo For Utilities 7.5 All All
Maximo For Utilities 7.6 All All

All

All

All

All

All
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Vendor Declared Affected Products

CNA

CNA

CNA
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CNA

CNA

CNA

CNA
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CNA
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Source Vendor

IBM Corporation
IBM Corporation
IBM Corporation
IBM Corporation
IBM Corporation
IBM Corporation
IBM Corporation
IBM Corporation
IBM Corporation
IBM Corporation
IBM Corporation
IBM Corporation
IBM Corporation
IBM Corporation
IBM Corporation
IBM Corporation
IBM Corporation
IBM Corporation
IBM Corporation
IBM Corporation
IBM Corporation
IBM Corporation

IBM Corporation

Product

IBM Maximo Asset Management 6.2 7.1 7.5 7.5.0.0 7.5.0.10 7.1.0.06.2.0.0 7.2 7.1.1 7.1.27.2.1 6.2.1 6.2.2 6.2.

IBM Maximo Asset Management 6.2 7.1 7.57.5.0.0 7.5.0.10 7.1.0.0 6.2.0.0 7.2 7.1.
IBM Maximo Asset Management 6.2 7.1 7.5 7.5.0.0 7.5.0.10 7.1.0.0 6.2.0.0 7.2 7.1.
IBM Maximo Asset Management 6.2 7.1 7.57.5.0.0 7.5.0.10 7.1.0.0 6.2.0.0 7.2 7.1.
IBM Maximo Asset Management 6.2 7.1 7.57.5.0.0 7.5.0.10 7.1.0.0 6.2.0.0 7.2 7.1.
IBM Maximo Asset Management 6.2 7.1 7.57.5.0.0 7.5.0.10 7.1.0.0 6.2.0.0 7.2 7.1.
IBM Maximo Asset Management 6.2 7.1 7.57.5.0.0 7.5.0.10 7.1.0.0 6.2.0.0 7.2 7.1.
IBM Maximo Asset Management 6.2 7.1 7.57.5.0.0 7.5.0.10 7.1.0.0 6.2.0.0 7.2 7.1.
IBM Maximo Asset Management 6.2 7.1 7.57.5.0.0 7.5.0.10 7.1.0.0 6.2.0.0 7.2 7.1.
IBM Maximo Asset Management 6.2 7.1 7.57.5.0.0 7.5.0.10 7.1.0.0 6.2.0.0 7.2 7.1
IBM Maximo Asset Management 6.2 7.1 7.57.5.0.0 7.5.0.10 7.1.0.0 6.2.0.0 7.2 7.1
IBM Maximo Asset Management 6.2 7.1 7.57.5.0.0 7.5.0.10 7.1.0.0 6.2.0.0 7.2 7.1
IBM Maximo Asset Management 6.2 7.1 7.57.5.0.0 7.5.0.10 7.1.0.0 6.2.0.0 7.2 7.1
IBM Maximo Asset Management 6.2 7.1 7.57.5.0.0 7.5.0.10 7.1.0.0 6.2.0.0 7.2 7.1.
IBM Maximo Asset Management 6.2 7.1 7.57.5.0.0 7.5.0.10 7.1.0.0 6.2.0.0 7.2 7.1.
IBM Maximo Asset Management 6.2 7.1 7.5 7.5.0.0 7.5.0.10 7.1.0.0 6.2.0.0 7.2 7.1.
IBM Maximo Asset Management 6.2 7.1 7.57.5.0.0 7.5.0.10 7.1.0.0 6.2.0.0 7.2 7.1
IBM Maximo Asset Management 6.2 7.1 7.5 7.5.0.0 7.5.0.10 7.1.0.0 6.2.0.0 7.2 7.1.
IBM Maximo Asset Management 6.2 7.1 7.57.5.0.0 7.5.0.10 7.1.0.0 6.2.0.0 7.2 7.1.
IBM Maximo Asset Management 6.2 7.1 7.5 7.5.0.0 7.5.0.10 7.1.0.0 6.2.0.0 7.2 7.1.
IBM Maximo Asset Management 6.2 7.1 7.57.5.0.0 7.5.0.10 7.1.0.0 6.2.0.0 7.2 7.1.
IBM Maximo Asset Management 6.2 7.1 7.5 7.5.0.0 7.5.0.10 7.1.0.0 6.2.0.0 7.2 7.1.

IBM Maximo Asset Management 6.2 7.1 7.57.5.0.0 7.5.0.10 7.1.0.0 6.2.0.0 7.2 7.1.
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7127216.216.226.2.

71.27.216.2.16.226.2.
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http://cve.report/software/IBM_Corporation/IBM_Maximo_Asset_Management_6.2_7.1_7.5_7.5.0.0_7.5.0.10_7.1.0.0_6.2.0.0_7.2_7.1.1_7.1.2_7.2.1_6.2.1_6.2.2_6.2.3_6.2.4_6.2.5_6.2.6_6.2.7_6.2.8_7.1.1.1_7.1.1.10_7.1.1.11_7.1.1.12_7.1.1.2_7.1.1.5_7.1.1.6_7.1.1.7_7.1.1.8_7.1.1.9_7.5.0.1_7.5.0.2_7.5.0.3_7.5.0.4_7.5.0.5_7.6_7.5.0_7.6.0
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CNA IBM Corporation  IBM Maximo Asset Management 6.2 7.1 7.57.5.0.0 7.5.0.10 7.1.0.06.2.0.07.27.1.1 7.

—_

27.216.216.226.2.

CNA IBM Corporation  IBM Maximo Asset Management 6.2 7.1 7.57.5.0.0 7.5.0.10 7.1.0.0 6.2.0.0 7.2 7.1.1 7.

—_

27216.216.226.2.

CNA IBM Corporation  IBM Maximo Asset Management 6.2 7.1 7.57.5.0.0 7.5.0.10 7.1.0.06.2.0.0 7.2 7.1.1 7.

—_

27.216.216.226.2.

CNA IBM Corporation  IBM Maximo Asset Management 6.2 7.1 7.57.5.0.0 7.5.0.10 7.1.0.0 6.2.0.0 7.2 7.1.1 7.

—_

27216.216.226.2.

CNA IBM Corporation  IBM Maximo Asset Management 6.2 7.1 7.57.5.0.0 7.5.0.10 7.1.0.06.2.0.07.27.1.1 7.

—_

27.216.216.226.2.

CNA IBM Corporation  IBM Maximo Asset Management 6.2 7.1 7.57.5.0.0 7.5.0.10 7.1.0.06.2.0.0 7.27.1.1 7.

—_

27216.216.226.2.

—_

CNA IBM Corporation  IBM Maximo Asset Management 6.2 7.1 7.57.5.0.0 7.5.0.10 7.1.0.06.2.0.0 7.27.1.1 71.27.2.1 6.2.1 6.2.2 6.2.

—_

CNA IBM Corporation  IBM Maximo Asset Management 6.2 7.1 7.57.5.0.0 7.5.0.10 7.1.0.06.2.0.0 7.27.1.1 7.1.27.2.1 6.2.1 6.2.2 6.2.

CNA IBM Corporation  IBM Maximo Asset Management 6.2 7.1 7.57.5.0.0 7.5.0.10 7.1.0.06.2.0.0 7.2 7.1.1 7.

—_

27.216.216.226.2.

CNA IBM Corporation  IBM Maximo Asset Management 6.2 7.1 7.57.5.0.07.5.0.107.1.0.06.2.0.07.27.1.1 7.

—_

27.2.16.2.16.2.26.2.
i
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IBM Security Bulletin: IBM Maximo Asset Management is vulnerable to cross-site scripting (CVE-2016-5902) - United States  af854a3a-212°

IBM Maximo Asset Management CVE-2016-5902 Cross Site Scripting Vulnerability af854a3a-212'
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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