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CVE CVE-2016-5939
State PUBLIC
Assigner psirt@us.ibom.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-02-01 20:59:00 UTC
Updated 2017-06-08 17:39:00 UTC
Description IBM Kenexa LMS on Cloud is vulnerable to SQL injection. A remote attacker could send specially-crafted SQL statements,

/ |

1|

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ibm Kenexa Lms On Cloud 4.1 All All All
Application Ibm Kenexa Lms On Cloud 4.2 All All All
Application Ibm Kenexa Lms On Cloud 422 All All All
Application Ibm Kenexa Lms On Cloud 423 All All All
Application Ibm Kenexa Lms On Cloud 424 All All All
Application Ibm Kenexa Lms On Cloud 5.0 All All All
Application Ibm Kenexa Lms On Cloud 5.1 All All All
Application Ibm Kenexa Lms On Cloud 5.2 All All All
Application Ibm Kenexa Lms On Cloud 4.1 All All All
Application Ibm Kenexa Lms On Cloud 4.2 All All All
Application Ibm Kenexa Lms On Cloud 422 All All All
Application Ibm Kenexa Lms On Cloud 423 All All All
Application Ibm Kenexa Lms On Cloud 424 All All All
Application Ibm Kenexa Lms On Cloud 5.0 All All All
Application Ibm Kenexa Lms On Cloud 5.1 All All All
Application lbom Kenexa Lms On Cloud 5.2 All All All
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References

Reference Source Link Tags
IBM Kenexa LMS on Cloud CVE-2016-5939 Unspecified SQL-Injection Vulnerability BID www.securityfocus.com  Third
IBM Security Bulletin: An SQL Injection has been addressed in LMS 5.2 Patch - United States CONFIRM  www.ibm.com Patch
CVE Program record CVE.ORG www.cve.org canor
NVD vulnerability detail NVD nvd.nist.gov canor

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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