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Published
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Description

VE-2016-6024

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2016-6024

PUBLISHED

ibm

CVE Program / NVD first with legacy fallback
2017-11-27 21:29:00 UTC

2025-04-20 01:37:25 UTC

IBM Jazz technology based products might divulge information that might be useful in helping attackers through error mess

Risk And Classification

|L

Primary CVSS: v3.0 4.3 MEDIUM from nvd@nist.gov
CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N

EPSS: 0.001300000 probability, percentile 0.320180000 (date 2026-05-14)
Problem Types: CWE-200 | Obtain Information

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 4.3 MEDIUM CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
2.0 nvd@nist.gov Primary 4 AV:N/AC:L/Au:S/C:P/l:N/A:N
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ibm Rational Collaborative Lifecycle Management 4.0 All All All
Application Ibm Rational Collaborative Lifecycle Management 4.01 All All All
Application Ibm Rational Collaborative Lifecycle Management 4.0.2 All All All
Application Ibm Rational Collaborative Lifecycle Management 4.0.3 All All All
Application Ibm Rational Collaborative Lifecycle Management 4.0.4 All All All
Application Ibm Rational Collaborative Lifecycle Management 4.05 All All All
Application Ibm Rational Collaborative Lifecycle Management 4.0.6 All All All
Application Ibm Rational Collaborative Lifecycle Management 4.0.7 All All All
Application Ibm Rational Collaborative Lifecycle Management 5.0 All All All
Application Ibm Rational Collaborative Lifecycle Management 5.0.1 All All All
Application Ibm Rational Collaborative Lifecycle Management 5.0.2 All All All
Application Ibm Rational Collaborative Lifecycle Management 6.0 All All All
Application Ibm Rational Collaborative Lifecycle Management 6.0.1 All All All
Application Ibm Rational Collaborative Lifecycle Management 6.0.3 All All All
Application Ibm Rational Collaborative Lifecycle Management 6.0.4 All All All
Application Ibm Rational Doors Next Generation 4.0.1 All All All
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AppIvauun i QUG DUIWAIS MIUHISUL LSSy VAT Ay St NER An An An
Application Ibm Rational Software Architect Design Manager 5.0.2 All All All
Application Ibm Rational Software Architect Design Manager 6.0 All All All
Application Ibm Rational Software Architect Design Manager 6.0.1 All All All
Application Ibm Rational Team Concert 4.0 All All All
Application Ibm Rational Team Concert 4.0.0.1 All All All
Application Ibm Rational Team Concert 4.0.0.2 All All All
Application Ibm Rational Team Concert 4.0.1 All All All
Application Ibm Rational Team Concert 4.0.2 All All All
Application Ibm Rational Team Concert 4.0.3 All All All
Application Ibm Rational Team Concert 4.0.4 All All All
Application Ibm Rational Team Concert 4.0.5 All All All
Application Ibm Rational Team Concert 4.0.6 All All All
Application Ibm Rational Team Concert 4.0.7 All All All
Application Ibm Rational Team Concert 5.0 All All All
Application Ibm Rational Team Concert 5.0.1 All All All
Application Ibm Rational Team Concert 5.0.2 All All All
Application Ibm Rational Team Concert 6.0 All All All
Application Ibm Rational Team Concert 6.0.1 All All All
Application Ibm Rational Team Concert 6.0.2 All All All
Application Ibm Rational Team Concert 6.0.3 All All All
Application Ibm Rational Team Concert 6.0.4 All All All
Source Vendor Product Version Platforms
CNA IBM Rational Collaborative Lifecycle Management affected 4.0 Not specified
CNA IBM Rational Collaborative Lifecycle Management affected 4.0.1 Not specified
CNA IBM Rational Collaborative Lifecycle Management affected 4.0.2 Not specified
CNA IBM Rational Collaborative Lifecycle Management affected 4.0.3 Not specified
CNA IBM Rational Collaborative Lifecycle Management affected 4.0.4 Not specified
CNA IBM Rational Collaborative Lifecycle Management affected 4.0.5 Not specified
CNA IBM Rational Collaborative Lifecycle Management affected 4.0.6 Not specified
CNA IBM Rational Collaborative Lifecycle Management affected 5.0 Not specified
CNA IBM Rational Collaborative Lifecycle Management affected 4.0.7 Not specified
CNA IBM Rational Collaborative Lifecycle Management affected 5.0.1 Not specified
CNA IBM Rational Collaborative Lifecycle Management affected 5.0.2 Not specified
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CNA IBM Rational Collaborative Lifecycle Management affected 6.0 Not specified
CNA IBM Rational Collaborative Lifecycle Management affected 6.0.1 Not specified
CNA IBM Rational Collaborative Lifecycle Management affected 6.0.2 Not specified
CNA IBM Rational Collaborative Lifecycle Management affected 6.0.3 Not specified
CNA IBM Rational Collaborative Lifecycle Management affected 6.0.4 Not specified
Reference

IBM Security Bulletin: Potential information leakages vulnerabilities in IBM Jazz Team Server affect IBM Rational products based on IBM Jazz
IBM X-Force Exchange
CVE Program record

NVD vulnerability detail

/ |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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