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CVE-2016-6025

PUBLISHED

ibm

CVE Program / NVD first with legacy fallback
2016-10-06 10:59:06 UTC

2026-05-06 22:30:45 UTC

The Configuration Manager in IBM Sterling Secure Proxy (SSP) 3.4.2 before 3.4.2.0 iFix 8 and 3.4.3 before 3.4.3.0 iFix 1 al

Risk And Classification

/ | 1|

Primary CVSS: v3.0 5.9 MEDIUM from nvd@nist.gov
CVSS:3.0/AV:L/AC:L/PR:N/UI:IN/S:U/C:L/l:L/A:L

EPSS: 0.002040000 probability, percentile 0.423610000 (date 2026-05-07)
Problem Types: CWE-264 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 5.9 MEDIUM CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L
2.0 nvd@nist.gov Primary 4.6 AV:L/AC:L/Au:N/C:P/I:P/A:P
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ibm Sterling Secure Proxy 3.4.2.0 All All All
Application Ibm Sterling Secure Proxy 3.4.2.0 ifix1 All All
Application Ibm Sterling Secure Proxy 3.4.2.0 ifix2 All All
Application Ibm Sterling Secure Proxy 3.4.2.0 ifix3 All All
Application Ibm Sterling Secure Proxy 3.4.2.0 ifix4 All All
Application Ibm Sterling Secure Proxy 3.4.2.0 ifix5 All All
Application Ibm Sterling Secure Proxy 3.4.2.0 ifix6 All All
Application Ibm Sterling Secure Proxy 3.4.2.0 ifix7 All All
Application Ibm Sterling Secure Proxy 3.4.3.0 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified
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IBM Sterling Secure Proxy Configuration Manager CVE-2016-6025 Local Security Bypass Vulnerability af854a3a-2127-422b-!
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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