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CVE CVE-2016-6027
State PUBLISHED
Assigner ibm

Source Priority

Published 2016-10-06 10:59:08 UTC
Updated 2026-05-06 22:30:45 UTC
Description

CVE Program / NVD first with legacy fallback

The Configuration Manager in IBM Sterling Secure Proxy (SSP) 3.4.2 before 3.4.2.0 iFix 8 and 3.4.3 before 3.4.3.0 iFix 1 di
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Risk And Classification

Problem Types: CWE-79 | n/a

Version Source Type
3.0 nvd@nist.gov Primary
2.0 nvd@nist.gov Primary

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N

Score Severity
6.1 MEDIUM
5.8

Primary CVSS: v3.0 6.1 MEDIUM from nvd@nist.gov

EPSS: 0.002440000 probability, percentile 0.476180000 (date 2026-05-07)

Vector

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/l:L/A:N

AV:N/AC:M/Au:N/C:P/I:P/A:N
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https://cve.report/api/cve/CVE-2016-6027.json
https://cve.report/CVE-2016-6027.pdf
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ibm Sterling Secure Proxy 3.4.2.0 All All All
Application Ibm Sterling Secure Proxy 3.4.2.0 ifix1 All All
Application Ibm Sterling Secure Proxy 3.4.2.0 ifix2 All All
Application Ibm Sterling Secure Proxy 3.4.2.0 ifix3 All All
Application Ibm Sterling Secure Proxy 3.4.2.0 ifix4 All All
Application Ibm Sterling Secure Proxy 3.4.2.0 ifix5 All All
Application Ibm Sterling Secure Proxy 3.4.2.0 ifix6 All All
Application Ibm Sterling Secure Proxy 3.4.2.0 ifix7 All All
Application Ibm Sterling Secure Proxy 3.4.3.0 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

IRM Seriiritv Rillletin: Miiltinle viilnerahilitiee affart IRM Sterlina Seciire Praxv Canfinniratinn Mananer - | Inited Qtatee afRR4222-2197-492h-


http://cve.report/vendor/ibm
http://cve.report/software/ibm/sterling_secure_proxy
http://cve.report/vendor/ibm
http://cve.report/software/ibm/sterling_secure_proxy
http://cve.report/vendor/ibm
http://cve.report/software/ibm/sterling_secure_proxy
http://cve.report/vendor/ibm
http://cve.report/software/ibm/sterling_secure_proxy
http://cve.report/vendor/ibm
http://cve.report/software/ibm/sterling_secure_proxy
http://cve.report/vendor/ibm
http://cve.report/software/ibm/sterling_secure_proxy
http://cve.report/vendor/ibm
http://cve.report/software/ibm/sterling_secure_proxy
http://cve.report/vendor/ibm
http://cve.report/software/ibm/sterling_secure_proxy
http://cve.report/vendor/ibm
http://cve.report/software/ibm/sterling_secure_proxy
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www-01.ibm.com/support/docview.wss?uid=swg21991278

IV AU LY UL VIV UDIY VU T AR T U G TUUL T IV W LU T Y WUV Y T TUA Y W U T U G TV AT Ty —inluu wiaiou LR O ) R L

IBM Sterling Secure Proxy CVE-2016-6027 Man in the Middle Information Disclosure Vulnerability af854a3a-2127-422b-!
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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