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CVE CVE-2016-6084
State PUBLISHED
Assigner ibm

/

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-02-01 20:59:02 UTC
Updated 2025-04-20 01:37:25 UTC
Description IBM BigFix Platform could allow an attacker on the local network to crash the BES server using a specially crafted XMLSch

| 1|

Risk And Classification

Version Source Type
3.0 nvd@nist.gov Primary
2.0 nvd@nist.gov Primary

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

Problem Types: CWE-20 | Denial of Service

Score Severity
6.5 MEDIUM

3.3

Primary CVSS: v3.0 6.5 MEDIUM from nvd@nist.gov

Vector

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

AV:A/AC:L/Au:N/C:N/I:N/A:P

CVSS v3.0 Breakdown
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https://cve.report/
https://cve.report/CVE-2016-6084/mitre
https://cve.report/CVE-2016-6084/nist
https://cve.report/CVE-2016-6084/cve_org
https://cve.report/api/cve/CVE-2016-6084.json
https://cve.report/CVE-2016-6084.pdf

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
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CVSS v2.0 Breakdown
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AV:A/AC:L/Au:N/C:N/I:N/A:P

/ [

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ibm Bigfix Platform 9.0 All All All

Application Ibom Bigfix Platform 9.1 All All All

Source Vendor Product Version Platforms

CNA IBM Corporation BigFix Platform affected 9.0 Not specified

CNA IBM Corporation BigFix Platform affected 9.1 Not specified

CNA IBM Corporation BigFix Platform affected 9.2 Not specified

CNA IBM Corporation BigFix Platform affected 9.5 Not specified

Reference Source

IBM BigFix Platform CVE-2016-6084 Denial of Service Vulnerability af854a3a-2127-42¢2

IBM Security Bulletin: BigFix Platform could allow a denial of service attack that crashes the BES Server - United States  af854a3a-2127-42z
CVE Program record CVE.ORG

NVD vulnerability detail NVD

/ |

No vendor comments have heen siihmitted for this CVF


http://cve.report/vendor/ibm
http://cve.report/software/ibm/bigfix_platform
http://cve.report/vendor/ibm
http://cve.report/software/ibm/bigfix_platform
http://cve.report/vendor/IBM_Corporation
http://cve.report/software/IBM_Corporation/BigFix_Platform
http://cve.report/vendor/IBM_Corporation
http://cve.report/software/IBM_Corporation/BigFix_Platform
http://cve.report/vendor/IBM_Corporation
http://cve.report/software/IBM_Corporation/BigFix_Platform
http://cve.report/vendor/IBM_Corporation
http://cve.report/software/IBM_Corporation/BigFix_Platform
http://www.securityfocus.com/bid/95286
http://www.ibm.com/support/docview.wss?uid=swg21996339
https://www.cve.org/CVERecord?id=CVE-2016-6084
https://nvd.nist.gov/vuln/detail/CVE-2016-6084

There are currently no legacy QID mappings associated with this CVE.
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