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CVE-2016-6128

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

assanmvnncLrriumsucnan Gertain versions of Ubuntu Linux from Canonical contain the foIIowing
: vulnerability:

The gdimageCropThreshold function in gd_crop.c in the GD Graphics
Library (aka libgd) before 2.2.3, as used in PHP before 7.0.9, allows
remote attackers to cause a denial of service (application crash) via an
invalid color index.

CVE-2016-6128 has been assigned by (2 security@debian.org to track the vulnerability - currently rated as m severity.

CVSS3 Score: 7.5-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE. [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: SEMEDIUNM)
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

| r

Description Tags Link
GD Library (7) SECTRACK 1036276

gdimageCropThreshold() Out-

of-Bounds Memory Read Error

Lets Remote Users Cause the
Target Application to Crash -



https://cve.report/
https://cve.report/CVE-2016-6128/mitre
https://cve.report/CVE-2016-6128/nist
https://cve.report/CVE-2016-6128/cve_org
https://cve.report/CVE-2016-6128.pdf
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.securitytracker.com/id/1036276

Security Tracker

GD: Multiple vulnerabilities B3 GENTOO GLSA-201612-09

(GLSA 201612-09) — Gentoo

security

oss-security - Re: CVE ¢ > MLIST [oss-security] 20160629 Re: CVE Request: libgd: Invalid color index
Request: libgd: Invalid color is not properly handled leading to denial of service (crash)
index is not properly handled

leading to denial of service

(crash)

PHP :: Sec Bug #72494 :: CONFIRM bugs.php.net/72494

imagecropauto out-of-bounds

USN-3030-1: GD library @® UBUNTU USN-3030-1

vulnerabilities | Ubuntu [ www.ubuntu.com |

fix php 72494, invalid color () CONFIRM

index not handled, can lead to github.com/libgd/libgd/commit/6ff72ae40c7c20ece939afb362d98cc37f4a1c96
crash - libgd/libgd@6ff72ae - [N

GitHub

LibGD 2.2.3 release g5t CONFIRM libgd.github.io/release-2.2.3.html
openSUSE-SU-2016:2117-1: D SUSE openSUSE-SU-2016:2117

moderate: Security update for

o

libgd CVE-2016-6128 Denial @ BID 91509

of Service Vulnerability
cve.report (archive)

fix php 72494, invalid color () CONFIRM

index not handled, can lead to  [[ZE0 github.com/libgd/libgd/commit/1ccfe21e14c4d18336f9da8515cd17db88c3deb 1
crash - libgd/libgd@1ccfe21 -

GitHub [ github.com |

Red Hat Customer Portal & REDHAT RHSA-2016:2750

Debian -- Security Information (@ DEBIAN DSA-3619

-- DSA-3619-1 libgd2

openSUSE-SU-2016:2363-1: 9 SUSE openSUSE-SU-2016:2363

moderate: Security update for

od

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Application

Operating
System

Operating
System

Application
Application
Application

Application

Vendor

Canonical

Canonical

Canonical

Canonical

Canonical

Canonical

Canonical

Canonical

Debian

Debian

Libgd

Opensuse

Opensuse

Php
Php
Php

Php

Product

Ubuntu Linux

Ubuntu Linux

Ubuntu Linux

Ubuntu Linux

Ubuntu Linux

Ubuntu Linux

Ubuntu Linux

Ubuntu Linux

Debian Linux

Debian Linux

Libgd

Leap

Leap

Php
Php
Php

Php

cpe:2.3:0:canonical:ubuntu_linux:12.04:*:*:*:lts:*:*:*:

cpe:2.3:0:canonical:ubuntu_linux:14.04:*:*:*:lts:*:*:*:

cpe:2.3:0:canonical:ubuntu_linux:15.10

akLk kKK LKLk,

cpe:2.3:0:canonical:ubuntu_linux:16.04:*:*:*:lts:*:*:*:

cpe:2.3:0:canonical:ubuntu_linux:12.04:*:*:*:lts:*:*:*:

cpe:2.3:0:canonical:ubuntu_linux:14.04:*:*:*:lts:*:*:*:

Version

12.04

14.04
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16.04

12.04

14.04

15.10

16.04
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All
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All

Update
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All
All
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Edition

All
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All
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All
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All

All

All
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All

All

All

All
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http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/libgd
http://cve.report/software/libgd/libgd
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php

cpe:2.3:0:canonical:ubuntu_linux:15.10:*:*:****::
cpe:2.3:0:canonical:ubuntu_linux:16.04:*:*:*:lts:*:*:*:
cpe:2.3:0:debian:debian_linux:8.0:*:*:**:*:*:*:

cpe:2.3:0:debian:debian_linux:8.0:*:*:**:*:*:*:

cpe:2.3:0:0pensuse:leap:42.1:

cpe:2.3:0:0pensuse:leap:42.1: "

cpe:2.3:a:php:php:**** "

No vendor comments have been submitted for this CVE
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