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State PUBLISHED
Assigner redhat

Source Priority

Published 2016-07-06 14:59:05 UTC
Updated 2026-05-06 22:30:45 UTC
Description

/ ]

Risk And Classification

Primary CVSS: v3.1 6.5 MEDIUM from nvd@nist.gov

Problem Types: CWE-20 | n/a

Version Source Type
3.1 nvd@nist.gov Primary
2.0 nvd@nist.gov Primary

VE-2016-617

NVD CVE.ORG

CVE Program / NVD first with legacy fallback

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

Score Severity
6.5 MEDIUM
4

JSON API

Print: PDF 1)

ISC BIND through 9.9.9-P1, 9.10.x through 9.10.4-P1, and 9.11.x through 9.11.0b1 allows primary DNS servers to cause a

Vector

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

AV:N/AC:L/Au:S/C:N/I:N/A:P
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https://cve.report/
https://cve.report/CVE-2016-6170/mitre
https://cve.report/CVE-2016-6170/nist
https://cve.report/CVE-2016-6170/cve_org
https://cve.report/api/cve/CVE-2016-6170.json
https://cve.report/CVE-2016-6170.pdf

CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H
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CVSS v2.0 Breakdown
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AV:N/AC:L/Au:S/C:N/I:N/A:P

/ [

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Isc Bind 9.10.4 - All All
Application Isc Bind 9.10.4 p1 All All
Application Isc Bind 9.11.0 al All All
Application Isc Bind 9.11.0 a2 All All
Application Isc Bind 9.11.0 a3 All All
Application Isc Bind 9.11.0 b1 All All
Application Isc Bind 9.9.9 - All All
Application Isc Bind 9.9.9 betal All All
Application Isc Bind 9.9.9 beta2 All All
Application Isc Bind 9.9.9 ol All All
Application Isc Bind All All All All
Application Isc Bind All All All All
Operating System Redhat Enterprise Linux 5.0 All All All
Operating System Redhat Enterprise Linux 6.0 All All All
Operating System Redhat Enterprise Linux 7.0 All All All

Vendor Declared Affected Products



http://cve.report/vendor/isc
http://cve.report/software/isc/bind
http://cve.report/vendor/isc
http://cve.report/software/isc/bind
http://cve.report/vendor/isc
http://cve.report/software/isc/bind
http://cve.report/vendor/isc
http://cve.report/software/isc/bind
http://cve.report/vendor/isc
http://cve.report/software/isc/bind
http://cve.report/vendor/isc
http://cve.report/software/isc/bind
http://cve.report/vendor/isc
http://cve.report/software/isc/bind
http://cve.report/vendor/isc
http://cve.report/software/isc/bind
http://cve.report/vendor/isc
http://cve.report/software/isc/bind
http://cve.report/vendor/isc
http://cve.report/software/isc/bind
http://cve.report/vendor/isc
http://cve.report/software/isc/bind
http://cve.report/vendor/isc
http://cve.report/software/isc/bind
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux

sSource vendor Product version Platiorms

CNA Na N/a affected n/a Not specified
Reference

1353563 — (CVE-2016-6170) CVE-2016-6170 bind: Improper restriction of zone size limit

[dns-operations] DNS activities in Japan

ISC BIND CVE-2016-6170 Remote Denial of Service Vulnerability

[dns-operations] DNS activities in Japan

oss-security - Malicious primary DNS servers can crash secondaries

BIND: Multiple vulnerabilities (GLSA 201610-07) — Gentoo Security

xfer-limit/README.md at master - sischkg/xfer-limit - GitHub

BIND AXFR/IXFR Response Processing Flaw Lets Remote DNS Servers to Cause the Target DNS Service to Crash - SecurityTracker
[dns-operations] DNS activities in Japan

Operational Notification: A party that is allowed control over zone data can overwhelm a server by transferring huge quantities of data. - Opere
Operational Notification: A party that is allowed control over zone data can overwhelm a server by transferring huge quantities of data. | Intern:
CVE Program record

NVD vulnerability detail

4 |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://bugzilla.redhat.com/show_bug.cgi?id=1353563
https://lists.dns-oarc.net/pipermail/dns-operations/2016-July/015058.html
http://www.securityfocus.com/bid/91611
https://lists.dns-oarc.net/pipermail/dns-operations/2016-July/015075.html
http://www.openwall.com/lists/oss-security/2016/07/06/3
https://security.gentoo.org/glsa/201610-07
https://github.com/sischkg/xfer-limit/blob/master/README.md
http://www.securitytracker.com/id/1036241
https://lists.dns-oarc.net/pipermail/dns-operations/2016-July/015073.html
https://kb.isc.org/article/AA-01390/169/CVE-2016-6170
https://kb.isc.org/article/AA-01390
https://www.cve.org/CVERecord?id=CVE-2016-6170
https://nvd.nist.gov/vuln/detail/CVE-2016-6170
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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