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CVE CVE-2016-6175
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-02-07 15:59:00 UTC
Updated 2025-04-20 01:37:25 UTC
Description Eval injection vulnerability in php-gettext 1.0.12 and earlier allows remote attackers to execute arbitrary PHP code via a cra

Risk And Classification

Primary CVSS: v3.0 9.8 CRITICAL from nvd@nist.gov

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-94 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 9.8 CRITICAL CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P
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https://cve.report/
https://cve.report/CVE-2016-6175/mitre
https://cve.report/CVE-2016-6175/nist
https://cve.report/CVE-2016-6175/cve_org
https://cve.report/api/cve/CVE-2016-6175.json
https://cve.report/CVE-2016-6175.pdf
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Php-gettext Project Php-gettext All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source Link
PHP gettext 1.0.12 - 'gettext.php’ Code Execution - PHP webapps Exploit af854a3a-2127-422b-91ae-364da2661108 www.ex
kmkz's blog: [Advisory] CVE-2016-6175 af854a3a-2127-422b-91ae-364da2661108  kmkz-we

Clarified change log on php-gettext 1.0.12 update - NagVis/nagvis@4fe8672 - GitHub  af854a3a-2127-422b-91ae-364da2661108 github.c

Bug #1606184 “Use of eval too unrestrictive” : Bugs : php-gettext af854a3a-2127-422b-91ae-364da2661108 bugs.laL
CVE Program record CVE.ORG WWW.CV(
NVD vulnerability detail NVD nvd.nist.

/

No vendor comments have been submitted for this CVE.

Legacy QID Mappings


http://cve.report/vendor/php-gettext_project
http://cve.report/software/php-gettext_project/php-gettext
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://www.exploit-db.com/exploits/40154/
https://kmkz-web-blog.blogspot.cz/2016/07/advisory-cve-2016-6175.html
https://github.com/NagVis/nagvis/commit/4fe8672a5aec3467da72b5852ca6d283c15adb53
https://bugs.launchpad.net/php-gettext/+bug/1606184
https://www.cve.org/CVERecord?id=CVE-2016-6175
https://nvd.nist.gov/vuln/detail/CVE-2016-6175

690523 Free Berkeley Software Distribution (FreeBSD) Security Update for tt-rss (2eec1e85-faf3-11ea-8ac0-4437e6ad11c4)
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